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Chapter 01. LoxiLB Enterprise 27|
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LoxiLB Enterprise EFM2 Z2tRE 2HF0AM 7S A (VM)O[LE HIOH|E =2
HO|H O[0[X|= H{=SIo T4, &=

o, /| O,
<8, ZLUHZ 8 gas felet AASte] RERAY MH|AE MSELICH

2|1, Z2t0[H|E 22} E(Private Cloud)= 82 B E =22 CSP(Could
Service Provider) AI2IAL SHAOME SYSHA A Tt & &0 oL 2t 2=

o
O& S ofX] E2RE &8s ?loiM =Y MEIAE MSTLL

—

ZEIRE 2tZ0| WEAH Zofste] el=at etd S 2ot AX| MH|A0 2EMH
A X 0| 2R8tAH T/HA LoxilB Enterprise= AEIZ2I0|=9| HERTA BFES}
£ X|¥ots REEFN0| 2 = USLICL

i 22| A3 (Management Layer)

¢ LoxiLB Enterprise 84 #|Z (Core Layer)

LoxiLB Enterprise HA Clustering Health Check

[+ elmatAEz{X A= (Infrastructure Layer)

Kubernetes Virtual Machines Bare Metal
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EMWATE AHZ9 TCP/UDP ZE2EEZES T 5 ARG}
& LIC. LoxiLB Enterprise EF M2
TCP/UDPE X|{ot= EEYHAZ NSTL| T

Linux AHRLE[OM= OS HE0 MZ2 7|

M35t QUESLICH eBPF 7|HIO 2 QHFSIAH S EIA s2 M3l MEHA
Z2H¥oZ 0SS HEO MER 7ls2 282 = JYe eI OS7t H&Ste
= 52 (Observability)2] &2 LoxilB £F2M9| M7 AtMS 2kEHSIAH X5t
o UEL|CE.

eBPF 7[2t9| LoxiLB Enterprise= ZEMWEH YO He|H=E M #0F oLz}
AHO|H Z|H¥te 2 CPU DO E ZHSHX| o8 2 X|£7+5d(Sustainability) =
ToIotE OUX 22X AKX of7|HN A MeetLot.

THd

719=2l AHE0| B7I5t U= 2R E MB[A7F S7I6HEHAM 234 0| East
T 222C MHA 70| HRHAS fZD 0|0 UYL H B 2
HdS #d5hs Ao LitstEn A, F8 F0 0|F 27t 7hset AEZ2}0
= 2L =& Qmet MH|A F40] Ee oL

Ex| TCcP uDP

- e (Transmission Control Protocol) (User Datagram Protocol)
S20|UEL} ME ZH HE 7ts, 11 7t

o|o|E N1HEZ OE3IE HO|E AEZ o) = pmi

HE|g 7ts, 78 4 AR, AlZE =3 WEES =27ts

AlAY s =27ts

S/ Ao 7ts, A= 7|8t =27ts
Ho|Z s s
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2. LoxiLB Enterprise I{7|X| 74

LoxiLB Enterprise Version 1.0 7|2Q| mj7|X|

= AEHIZ20|= J|s2 N&ESt=
loxilb’" @t CLI H@HOET ‘loxicmd'E E&efL|CE a2, Oef® 7[dHE 22|E 9
ot UIE MEISIY Mg &= UASL|CH

Jd #2| A= (Management Layer)

4 LoxiLB Enterprise % #|Z (Core Layer)

EJZ 20| =8 "loxilb'

eBPF 7|t
AN 2o

HA Clustering

784 4
HS Fojs

Health Check

AEmIE
HEf 2LIER
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3. LoxiLB Enterprise?| &%t

LoxiLB Enterprise= HE{Z2t0|=& ‘loxilb'E 222 E MH|A 2| H (external
mode) S40IA Z ot CtYSE @710 k0 AX|g = JASLILCH
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HE{Z2}O| = ‘loxilb’ 2l nc
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S2RES 42 VM £ QAAHAE MMBLO ‘loxilb’ ZHO|HE AMTrL|CL.
2= 0lA 2tEME oH =E/NVME AFEXZE MR F=H|SHY ‘loxilb’ ZAH|O| L
£ Al S L} ‘loxilb” 7AHO|H& E2tRE S2{AE2 S8 F0|H docker,

=
Containerd, Podman €2 ZAHO|H AZXIo= Zz|gr = JYSLICE

i\ VPC/ Virtual Network (10.0.0.0/18
i

Public Subnet (10.0.1.0/24) Private Subnet (10.0.2.0/24)

i : LoxiLB LoxiLB e Kubernetes Cluster
Enterprise Enterprise .
Master - Worker

Bl KesMastor BN KEs Worker?

100410 10.0.4.11
108210 10021

1 - 10,340 10.0.3,102

I
I
1
1 : rometheus| (ELK Stack)
1

Database Cluster !
I

+ PoslgreSaL HA

ez|: Wl LoxiLB Enterprise I Kubemetes W ZfE|NAT
HolE ERR - -- mH @A

a3 3. 22t EE ?I$ LoxiLB Enterprise & (0ll)
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‘loxilb’e] EEEAN 02|

e Round-Robin (rr)

ik

e Weighted round-robin (wrr)

e Persistence (persist)
e Flow-hash (hash)

e Least-Connections (Ic)

‘loxilb’ NAT 2.E

e Normal NAT
e One-ARM

e Full-NAT

e [2-DSR mode
e L3-DSR mode

Sorvice VIP: 88.68.68.1
SAC osT SAC

[10:16.10.1:55 a8 88 88 180] One-ARM

15\ 1021681254

192.168.1.254:55] 192.168.1.1:8080

Weighted round-robin (wrr)
.
oo | €
S
&
Kuberetes
= 0
Least-Connections (Ic) yf

&/ 4. Load-balancer algorithms

=i
o/
Cleot DST SRC 8

10:16.10.155[88.88.88.180]

Service VIP- 8388.88 1

Pod3

Service VIP: 88 88 88.1

SRC osT SRC osT
10.10.10.1:55 8 88.88.1:80 Normal NAT  [16.10.10.1:55[ 192.168.1.1:8080
> = —_—
_ 0\ 192.1681.25¢ 19218811
=
\_>o/
— s «
Clent - o I} osT SRC EngPoint
mEERERT 10.10.10.1:55] 182.168.1.1 8080
Servico VIP: 88.88.88.1
"> Instarce VIP: 123.123.123.1
osT (maintainod imormaty by loxit)
sRC osT sAC ost
TIRREATTT O Full-NAT  [123.123.123 15[ 192.168.1 18080
~
192.168.1.1 | 192.168.1.254 192.168.1.1
« - >
= «
osT SRC EndPoint Cient osT SRC ost sAc Engpont
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B ost

83.88.88.132 dev lo 10,10 10,1588 83.88.190)
—_—

Service VIP: $8.88.88.1

PP
SRC osT
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38888132 devlo
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EndPoint Crient
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Chapter 02. 7|2 X

e

L EE =7 (Docker) O|O|X|E ALESIY AHO|HZ WS H7ESt

H LoxiLBE =& X Ql Eh=E M E(Standalone mode)2 ZHs o= EEH 0

CHSHA] AFHetLCH d2|2, 2IEHAE 2 E(In-cluster mode)=

'kube-loxilb'7t AtE2E ‘loxilb’'E TEStEE2 Hx X7t 2o X

Ot I AH YR E (External mode)Of| M= th=H E(Standalone mode)2f
O| "loxilb" &X|7F 2R gL Cf

1. AP EH|

‘LoxiLB Enterprise'= Z2tRE AH|A QR0 AEHIZZO|=E ‘loxilb'’E XSt
of gt ct

‘loxilb’” XA A|AM @ LA

Toxilb” HHE Linux EX =5 (VM E&= H|OHE

o Linux 1€ H7 515 0|4 (eBPF X[ =9l

o X = 2HAHA: Ubuntu 20.04 O|4 EE&= Rocky Linux 9 0|4
e CPU:2VvCPU Ol

o MZZ|: X|& 4GB (8GB 0|42 HE

e NI 37 10GB O|&Q| Ol ClAa3 &7t
e UHEZZA: XA 17129 OIELO|A

e Docker &X|
‘loxilb’ AX| 7|7|(7td MLl E= HOHEH) AMF HA

e 71710 Docker 7t AKX Y=7F?
e AE HEQAS LB EFT AHEO|AZE FEEIN Y=71
o ot Ol Hot MAMOo| F SAl & API AHE 2 §{ 8571

« H2EEZ 22 1P & CIDR 50| FH[&[0] U&7
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Docker EX| (Ubuntu 20.04 O|4}, Rocky Linux)

of2fiet Z+0] UbuntuA EO|Lt Rocky Linux A€ S0 DockerE AX|ghL|CH

### Docker Installation @ Ubuntu 20.04 or higher (01}

sudo apt update
sudo apt install docker.io

### Docker Installation @ Rocky Linux 9.5 (0f])

sudo dnf install -y dnf-utils

sudo dnf config-manager --add-repo https://download.docker.com/linux/rhel/docker-ce.repo
sudo dnf -y install docker-ce docker-ce-cli containerd.io docker-compose-plugin

sudo systemctl enable docker

sudo systemctl start docker

sudo usermod -a -G docker $(whoami)

Docker AH|A 43 HHHO| (HQA| MEH)

sudo systemctl enable docker
sudo systemctl start docker

2. 'loxilb” AX| 3! Hi=
o LoxilB Enterprise & HX K& ‘loxilb’ Docker O|O|X| At EE:
sudo docker load —i loxilb-enterprise-1.0.0. tar
o EAA ‘loxilb’ Docker O|O|X| CHREE (AMEH):
sudo docker pull ghcr.io/loxilb-io/loxilb:latest
e ’loxilb’” ZAH|O|L AT  (** 'LoxiLB Enterprise’@| ‘loxilo’ O|0|X| O|& X&)
sudo docker run -u root --cap-add SYS_ADMIN --restart unless-stopped --privileged --entrypoint
"/root/loxilb-io/loxilb/loxilb" -dit -v /dev/log:/dev/log --net=host --name loxilb ghcr.io/loxilb-
io/loxilb:latest
e ‘'loxicmd’ AFES Tt ‘loxilb’ E{O|E HE
sudo docker exec -it loxilb bash

o ‘loxicmd” EOE Ar8dts 35 T8/2E 7ts (o)

www.netlox.io 15



### loxicmd HHO|E S3| LB, Endpointe| 8 7Hs (6ll):

loxicmd create |b 192.168.1.9 --tcp=80:8080 --endpoints=10.0.0.1:1
loxicd create b 192.168.1.9 --tcp=80:30458 --endpoints=192.168.1.31:1,192.168.1.32:1 --monitor

0

‘loxilb’ ZIE|O|L] HH = HEHQ} HI=AL 25 A| 2ot 21 =l o HIS

docker ps | grep loxilb
docker logs loxilb

[loxilb@localhost ~]$ docker ps | grep loxilb

392ad81f856f  ghcrio/loxilb-io/loxilb:latest ~ "/root/loxilb-io/lox..." 2 weeks ago  Up 4 minutes loxilb
[loxilb@localhost ~]$ docker logs loxilb

loxilb start

05:46:49 DEBUG loxilb_libdp.c:3506: /opt/loxilb/llb_xdp_main.o: nr O psection xdp_packet_hook

05:46:58 DEBUG loxilb_libdp.c:3272: llb_link_prop_add: IF-1lb0 added idx 0 type 1

05:46:58 DEBUG loxilb_libdp.c:3525: setting up xdp for lIbO|xdp_packet_hook

05:46:58 DEBUG loxilb_libdp.c:3347: llb_psec_add: SEC-tc_packet_hookO added idx O

05:46:58 DEBUG loxilb_libdp.c:3506: /opt/loxilb/llb_ebpf_main.o: nr 0 psection tc_packet_hook0

05:46:58 INFO common_libbpf.c:121: tc: bpf attach start for IIb0:0

05:46:58 ERROR common_libbpf.c:141: tc: no obj for pinpath /opt/loxilb/dp/bpf/lIb_ebpfrodata

05:46:58 DEBUG common_libbpf.c:161: tc: autoload sec tc_packet_hook1 prog tc_packet_func

05:46:58 DEBUG common_libbpf.c:161: tc: autoload sec tc_packet_hook2 prog tc_packet_func_slow

05:46:58 DEBUG common_libbpf.c:161: tc: autoload sec tc_packet_hook3 prog tc_packet_func_fw

05:46:58 DEBUG common_libbpf.c:161: tc: autoload sec tc_packet_hook4 prog tc_csum_funcl

05:46:58 DEBUG common_libbpf.c:161: tc: autoload sec tc_packet_hook5 prog tc_csum_func2

05:46:58 DEBUG common_libbpf.c:161: tc: autoload sec tc_packet_hook6 prog tc_slow_unp_func

05:46:58 DEBUG common_libbpf.c:161: tc: autoload sec tc_packet_hook7 prog tc_packet_func_masq

05:46:59 INFO common_libbpf.c:204: tc: bpf attach OK for 1lb0

05:46:59 DEBUG loxilb_libdp.c:3248: llb_link_prop_add: IF-IIb0 ref idx 0:1 type 2

2025-04-22 05:46:59 ebpf unload - lo

libbpf: Kernel error message: Cannot find specified gdisc on specified device

2025-04-22 05:46:59 ebpf unload - docker0

libbpf: Kernel error message: Cannot find specified gdisc on specified device

05:46:59 ERROR common_libbpf.c:94: tc: bpf hook destroy failed for docker0:0

2025/04/22 05:47:00 Serving loxilb rest APl at http://[:]:11111

2025-04-22 05:47:02 nlp: Link msgs subscribed

2025-04-22 05:47:02 nlp: Addr msgs subscribed

2025-04-22 05:47:02 nlp: Neigh msgs subscribed

2025-04-22 05:47:02 nlp: Route msgs subscribed

2025-04-22 05:47:02 nlp: NLP Subscription done

2025-04-22 05:47:02 nlp: Getting device info

2025-04-22 05:47:02 nlp: ADD dev docker0 mac([46 234 67 17 110 75]) attrs(8{3 1500 O docker0 2e:ea:43:11:6e:4b up|broadcast|multica
st 4099 0 0 <nil> 0xc00274cf00 0 O 1 Oxc0049c76c8 ether <nil> down 0 -1 1 1 65536 65535 [] 0 <nil>}) - info recvd
2025-04-22 05:47:02 port add - dockerQ isPvid false

2025-04-22 05:47:02 port added - docker0:1 OSID 3

2025-04-22 05:47:02 vlan 4090 bd created

2025-04-22 05:47:02 nlp: Bridge docker0, 4090, [46 234 67 17 110 75], false, 1500 ADD [OK]

2025-04-22 05:47:02 nlp: ADD dev ens160 mac([0 12 41 223 240 137]) attrs(&{2 1500 1000 ens160 00:0c:29:df:f0:89 up|broadcast|multic
ast 69699 0 0 <nil> 0xc00274d440 0 O 1 0xc0049c78c0 ether <nil> up 0 -1 2 2 65536 65535 [] 0 <nil>}) - info recvd
2025-04-22 05:47:02 port add - vlan3802 isPvid false

2025-04-22 05:47:02 port added - vlan3802:3 OSID -1

2025-04-22 05:47:02 vlan 3802 bd created

2025-04-22 05:47:02 port added - ens160:2 OSID 2

2025-04-22 05:47:02 nlp: Port ens160, [0 12 41 223 240 137], true, 1500 add [OK]

2025-04-22 05:47:02 nlp: ADD dev docker0 mac([46 234 67 17 110 75]) attrs(&{3 1500 O docker0 2e:ea:43:11:6e:4b up|broadcast|multica
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st 4099 0 0 <nil> 0xc00274d5c0 0 0 1 0xc0049c78d8 ether <nil> down 0 -1 1 1 65536 65535 [] O <nil>}) - info recvd
2025-04-22 05:47:02 nlp: Bridge docker0, 4090, [46 234 67 17 110 75], false, 1500 ADD [OK]

2025-04-22 05:47:02 nlp: ADD dev IIb0 mac([0 0 202 254 250 206]) attrs(&{4 1500 1000 lIb0 00:00:ca:fe:fa:ce up|broadcast|multicast 696
99 0 0 <nil> 0xc00274d740 0 0 1 0xc0049c78f0 ether <nil> unknown 0 -1 1 1 65536 65535 [] O <nil>}) - info recvd
2025-04-22 05:47:02 port add - vlan3804 isPvid false

2025-04-22 05:47:02 port added - vlan3804:5 OSID -1

2025-04-22 05:47:02 vlan 3804 bd created

2025-04-22 05:47:02 port added - lIb0:4 OSID 4

2025-04-22 05:47:02 nlp: Port 1lb0, [0 0 202 254 250 206], true, 1500 add [OK]

2025-04-22 05:47:02 rt added - 127.0.0.0/8:root mark:

2025-04-22 05:47:02 rt added - 127.0.0.1/32:root mark:

2025-04-22 05:47:02 ifa added 127.0.0.1:lo

2025-04-22 05:47:02 nlp: IPv4 Address 127.0.0.1/8 Port lo added

2025-04-22 05:47:02 rt added - ::1/128:root mark:

2025-04-22 05:47:02 ifa added :1:lo

2025-04-22 05:47:02 nlp: IPv4 Address ::1/128 Port lo added

2025-04-22 05:47:02 rt added - 192.168.191.0/24:root mark:

2025-04-22 05:47:02 rt added - 192.168.191.137/32:root mark:

2025-04-22 05:47:02 ifa added 192.168.191.137:ens160

2025-04-22 05:47:02 nlp: IPv4 Address 192.168.191.137/24 Port ens160 added

2025-04-22 05:47:02 rt added - fe80:/64:root mark:

2025-04-22 05:47:02 rt added - fe80:/32:root mark:

2025-04-22 05:47:02 ifa added fe80::20c:29ff:fedf:f089:ens160

2025-04-22 05:47:02 nlp: IPv4 Address fe80::20c:29ff:fedf:f089/64 Port ens160 added

2025-04-22 05:47:02 neigh rtpair - 192.168.191.1/32->192.168.191.1

2025-04-22 05:47:02 rt added - 192.168.191.1/32:root mark:1

2025-04-22 05:47:02 added fdb ent, {[0 80 86 192 0 8] 3802} : health(true)

MKl 2|52 0SH ‘loxilb’ E%| &F =9l

|

loxilb” X|0] AH83HE 0S 2 BTS2 5 loxilb MX Al 0sHE ol

(Gl Al)yQF Z0| "uname -a'?t 'hostnamectl’ BHZ =Qlgh = USLICH

tu SMP PREEMPT_DYNAMIC Fr

Rocky Linux 9.5

Exchute "192.168.191.137 (Rocky G5 Cert)’ From MUtExec mode

IE/ 5. Loxilb EX] A& OS HE 22/ (GJA])
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2X|2t ‘loxilb” HTS Of2f oAt 20| =elgr &= gLt

sudo docker ps

sudo docker exec -it loxilb bash

loxicmd version

loxicmd get |bversion

Rocky Linux 9.5

& 6. AlE OS &9 ‘loxilb’ EA] HZ 22/

A8 0s &7 Linux Kernel Version
Ubuntu Server 20.04 Linux 5.4.0-212-generic
Ubuntu Server 22.04 Linux 6.8.0-52-generic
Ubuntu Server 24.04 Linux 6.8.0-58-generic
Rocky Linux 9.5 Linux 5.14.0-503.19.1.e19_5.x86_64

‘loxilb’ 7|5 S8 W T

of2fet Z0| =7 (Docker)ZdHO|L &l TZ(stop)2t & HHS AFEELICL

sudo docker stop loxilb
sudo docker start loxilb
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2EE E=H(Docker) O|O|X|E AMESI0] AH|O|HZ Aot

=
Of M7d35IH LoxilB EnterpriseE ?I2t ‘loxilb’'2 Af-&SgfLICE,



03

CLI H30| (loxicmd)



Chapter 03. CLI H&E0| (loxicmd)

e
LoxiLB EnterpriseE ?Iot MEE 'loxilb’?] FHO| = (Command
AHE

Tool) 'loxicmd' & StLICH ‘loxicmd'= LoxilB Enterprise®| LB "3 %4

273, HHE, 2L HY 5= ?Ioi AFSgLL.

1. 'loxilb’ HHEO 74

loxicmd= eBPF 7|8t ZEIRE 2tEE 2ot ZEMHXMQ Enterprise LoxiLBE

Zefshr] fieh ¥ = YLCH
T2 FZo iz

o apply: & I HE
e create: 2|4 MM

o delete: 2|2 ALK

e get: 2|AaA X

o sett 27 B

e save: 91X M M
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2. loxicemd E™EO

loxicmd= loxilb€ CLI(Command Line Interface) = &I L|LC}.

of2flet Z0| ‘loxicmd --help'2 loxicmd & & Of

i
ot

HoIe = AELIL

apply Apply configuration

completion Generate completion script

create Create a Load balance features in the LoxiLB.
delete Delete a Load balance features in the LoxiLB.
get Get a Load balance features from LoxiLB.

help Help about any command

save saves current configuration

set Set configurations

version Get a version

root@loxilb:/# loxicmd —help
loxicmd is the command-1ine tool for loxilb. It is equivalent of “kubect!” for loxilb. loxicmd provides the foll
owing (currently) :

- Create/Delete/Get — Service type external load-balancer, Vlan, Vxlan, Qos Policies, Endpoint client, FD

B, IPaddress, Neighbor, Route,Firewall, Mirror, Session, UICI

- Get Port(interface) dump used by loxilb or its docker
- Get Connection track (TCP/UDP/ICMP/SCTP) information

loxicmd aim to provide all of the configuation for the loxilb

Usage:
loxicmd [command]

Available Commands:

apply Apply configuration

completion Generate completion script

create Create a Load balance features in the LoxilLB

delete Delete a Load balance features in the LoxilLB

get Get a Load balance features from LoxilB

help Help about any command

save saves current configuration

set Set configurations

version Get a version

Flags:

-s, —apiserver string Set API server I[P address (default “127.0.0.17)

-h, —help help for loxicmd

-0, —output string Set output layer (ex.) wide, json)

-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default “http”)

-t, ——timeout int16 Set timeout (default 10)
—token string Set Token for the APl server

Use "loxicmd [command] —-help" for more information about a command.

Of2i2| ‘loxicmd save’ HEOZ ‘loxilb’ 8HS M&E £ A&L|CH

loxicmd save --all
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apply B30

EM 8= 5L HEFLIC

root@loxilb:/# loxicmd apply —-help
Reads and apply configuration from the text file

Usage:

loxicmd apply [flags]

Flags:
—bfd string
-¢, —config-path string
¢/loxilb/ipconfig/™)
—f, —file string
—firewall string
—h, —help
-i, —ip string
-r, —ipvdroute
-|, —Ib string
—per-intf string
—session string
—ulcl string
Global Flags:
-s, —apiserver string
-0, —output string
—p, —port int16
—protocol string
-t, —timeout int16

—token string

root@loxilb:/#

Usage Examples

BFD Config file to apply
Configuration path only for applying per interface config (default “/et

Config file to apply as like K8s

Firewall config file to apply

help for apply

IP config file to apply

Apply route configuration only for specific interface
Load Balancer config file to apply

Apply configuration only for specific interface
Session config file to apply

Ulcl config file to apply

Set API server IP address (default “127.0.0.17)
Set output layer (ex.) wide, json)

Set API server port number (default 11111)

Set API server http/https (default “http”)

Set timeout (default 10)

Set Token for the API server

# Apply load balancer configuration

loxicmd apply --lb /path/to/Ib-config.yaml

# Apply firewall rules

loxicmd apply --firewall /path/to/firewall-rules.yaml

# Apply configuration to specific interface

loxicnd apply --per-intf ethO --ip /path/to/ip-config.yaml

# Use custom API server
loxicmd apply -s 192.168.1.100 -p 8080 --Ib /path/to/config.yaml
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completion EHO|

completion 0= ¥ X5 23EUES Y dot= TJOYLICE o FH
Ol= HAE MYS ArESHA| B2, As2d 23EES 48ty =L

Otz et Z0| 'loxicmd completion --help’2 completion Y ZfS &old £ UL
L] CF.
root@loxilb:/# loxicmd completion —help

To load completions

Usage:
loxicmd completion [bash|zsh|fish|powershel ]

Flags:
—h, —help help for completion
Global Flags:
-s, —apiserver string Set API server IP address (default “127.0.0.17)
-0, ——output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default “http”)
-t, —timeout int16 Set timeout (default 10)
—token string Set Token for the API server
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create HZOf

create HO = Of2f{e} Z0| LB HHM S MHde

e bfd Create a BFD session
e endpoint Create a LB EndPoint for monitoring
o Tirewall Create a Firewall

e ip Create a IPv4Address
e |b Create a LoadBalancer
e mirror Create a Mirror

e neighbor Create a Neighbors

e policy Create a Policy

e route Create a Route

e vlan Create a vlan

e vlanmember Create a vlanmember

e vxlan Create a vxlan

e vxlanpeer Create a vxlan

Of2Het Z0| ‘loxicmd create --help’ BHO{= 0]

= LICH

Ol
A

root@loxilb:/# loxicmd create —help
Create a Load balance features in the LoxilB
Create - Service type external load-balancer, Vlan, Vxlan, Qos Policies,

i
rl'IJ
ro
o]
o
i
min
mjo
Il
4>

Endpoint client, FDB, IPaddress, Neighbor, Route, Firewall, Mirror, Session, UICI

Usage:
loxicmd create [flags]
loxicmd create [command]

Available Commands:
bfd Create a BFD session

endpoint Create a LB EndPoint for monitoring
firewal | Create a Firewal |
ip Create a [Pv4Address
Ib Create a LoadBalancer
mirror Create a Mirror
policy Create a Policy
route Create a Route
vlan Create a vlan
vlanmember Create a vlanmember
vxlan Create a vxlan
vxlanpeer Create a vxlan
Flags:
-h, —help help for create
Global Flags:

-8, ——apiserver string

Set API server IP address (default “127.0.0.17)
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-0, —output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
—protocol string  Set API server http/https (default “http”)
-t, —timeout int16 Set timeout (default 10)
——token string Set Token for the API server

Use “loxicmd create [command] —help” for more information about a command.
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create bfd E& 0]

loxicnd create bfd 0= HA T4 loxilbZt MZ9| MEHE AT =QIst0] 2
3|22 HNI3TLICt Ofzfet Z0| ‘loxicmd create bfd --help’ @EO{= bfdof 2t
5

= & T AUASLICL

1)

root@loxilb:/# loxicmd create bfd —help
Create a BFD session for HA failover

ex) loxicmd create bfd 32.32.32.2 —instance=default —sourcelP=32.32.32.1 —interval=200000 —retryCount=3

Usage:
loxicmd create bfd remotelP [--instance=<instance>] [-—sourcelP=<source-I1P>] [——interval=<interval>] [--retryC
ount=<count>] [flags]

Aliases:
bfd, bfd-session

Flags:
-h, —help help for bfd
—instance string Specify the cluster instance name (default “default”)
—interval uint Specify the BFD packet tx interval (in microseconds) (default 200000)
—retryGount uint8 Specify the number of reties (default 3)
—sourcelP string Specify the source IP for the session
Global Flags:
-s, —apiserver string Set API server I[P address (default “127.0.0.17)
-0, —output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default "http”)
-t, —timeout int16 Set timeout (default 10)
—token string Set Token for the APl server

OfeH (o)t Z 0] ‘loxilb” H&l Al Master?l Backup &°80| 7t& gL|Ct

# BFD MM M’d (Master ‘loxilb’)
sudo docker exec —it loxilb-master bash
loxicmd create bfd 192. 168. 1. 81 —instance=I1b-inst0 —sourcelP=192.168. 1. 91 —interval=200000 —-retryCount=3

# BFD M| M4d (Backup ‘loxilb)
sudo docker exec —it loxilb-backup bash
loxicmd create bfd 192.168. 1.91 —instance=I1lb-inst0 —sourcelP=192.168.1.81 —interval=200000 ——retryCount=3
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create endpoint EZ0]

loxicmd create endpoint 0= loxilb2| LBE ¢ld NEZQEE X|7ZgtL|Ct,

Ofefet 20| 'loxicmd create endpoint --help’ @& 0= endpoint0] & H7
UsSS £ + USH L

root@loxilb:/# loxicmd create endpoint —help
Create a LB EndPoint for monitoring using LoxilB

ex) loxicmd create endpoint 32.32.32.1 ——name=32. 32. 32. 1_http_8080 ——probetype=http ——probeport=8080 ——period=60 ——retries=2

Usage:
loxicmd create endpoint IP [—name=<id>] [—probetype=<probetype>] [-—probereq=<probereq>] [—proberesp=<probe
resp>] [—probeport=<port>] [—period=<period>] [—retries=<retries>] [flags]

Aliases:
endpoint, Endpoint, ep, endpoints

Flags:
-h, —help help for endpoint
—name string Endpoint Identifier
—period int Period of probing (default 60)
—probeport int [f probe is http, https, tep, udp, sctp one can specify custom |4port to use
—probereq string [T probe is http/https, one can specify additional uri path
—proberesp string If probe is http/https, one can specify custom response string
—probetype string Probe-type:ping, http, https, udp, tcp, sctp, none (default “ping”)
—retries int Number of retries before marking endPoint inactive (default 2)
Global Flags:
-s, —apiserver string Set API server I[P address (default “127.0.0.17)
-0, —output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default "http”)
-t, —timeout int16 Set timeout (default 10)
—token string Set Token for the APl server

ofzH(of)Qt Z0| endpoint2 AN HHO| 7H5 TL|Ch

root@loxilb:/# loxicmd create endpoint 192.168.1.31 --name=web-server-1 --probetype=http --probeport=8080 --period=60 --
retries=2

Debug: response. StatusCode: 200
Success

root@loxilb:/# loxicmd create endpoint 192.168.1.32 --name=web-server-2 --probetype=ping --period=30 --retries=3
Debug: response. StatusCode: 200

Success

root@loxilb:/# loxicmd get endpoint

| HOST | NAME | PTYPE | PORT | DURATION | RETRIES | MINDELAY | AVGDELAY | MAXDELAY | STATE |
| | | | | | | | | | |
| 10.212.0.1 | 10.212.0.1_tcp_80 | none: | 80 | 0| 0] | | | ok |
| 10.212.0.2 | 10.212.0.2_tcp_80 | none: | 80 | 0] 01 | | | ok |
| 10.212.0.3 | 10.212.0. 3_tcp_80 | none: | 80 | 0] 01 | | | ok |
| 192.168.1.31 | web-server-1 | http: | 8080 | 60 | 2| | | | nok |
| 192.168.1.31 | 192.168.1.31_tcp_8080 | top: | 8080 | 60 | 2| | | | nok |
| 192.168.1.31 | 192.168.1.31_tcp_55555 | none: | 55555 | 0| 0] | | | ok |
| 192.168.1.32 | web-server-2 | ping: | 0] 30 | 3 | 743.777us | 824.179us | 891.967us | ok |
| 192.168.1.32 | 192.168.1.32_tcp 8080 | tcp: | 8080 | 60 | 2| | | | nok |
| 192.168.1.32 | 192.168. 1. 32_tcp 55555 | none: | 55555 | 0] 0] | | | ok |
| 31.31.31.1 | 31.31.31.1_tcp_8080 | none: | 8080 | 0| 0] | | | ok |
| 32.32.32.1 | 32.32.32.1_tcp_8080 | none: | 8080 | 0| 0] | | | ok |
| 33.33.33.1 | 33.33.33.1_tcp_8080 | none: | 8080 | 0| 0] | | | ok |
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create firewall HZ0f

H H = H HIsS o M Sk A Ol
loxicnd create firewall H 0= loxilb0f Hatd HMZS d8e = USLICL Of
I ' : : ' o in| St A tE o
2fef 20| ‘loxicmd create firewall --help’ @EO0|= firewallOf 2Edt A7 =3
=2 A Ol
=2 T AMd L'l EI-
root@loxilb:/# loxicmd create firewal| —help
Create a Firewal | using LoxilB
——ruleKey>s of firewal IRule
sourcelP (string) - Source IP in CIDR notation
destinationIP(string) — Destination IP in CIDR notation
minSourcePort (int) — Minimum source port range
maxSourcePort (int) - Maximum source port range
minDestinationPort(int) - Minimum destination port range
maxDestinationPort (int) — Maximum source port range
protocol (int) - the protocol
portName (string) — the incoming port
preference (int) — User preference for ordering
ex) loxicmd create firewall —firewal IRule="sourcelP:1.2.3.2/32, destinationIP:2.3.1.2/32, preference:200” ——al low
loxicmd create firewall —firewal IRule="sourcelP:1.2.3.2/32, destinationIP:2.3.1.2/32, preference:200” —al low —record
loxicmd create firewall —firewal IRule="sourcelP:1.2.3.2/32, destinationIP:2.3.1.2/32, preference:200” —al low —setmark=10
loxicmd create firewall ——firewal IRule="sourcelP:1.2.3.2/32, destinationIP:2.3.1.2/32, preference:200” ——drop
loxicmd create firewall —firewal IRule="sourcelP:3ffe::1/128” ——drop
loxicmd create firewall ——firewal IRule="sourcelP:1.2.3.2/32, destinationIP:2.3.1.2/32, preference:200” ——trap
loxicmd create firewall —firewal IRule="sourcelP:1.2.3.2/32, destinationIP:2.3.1.2/32, preference:200” —redirect=ethl
loxicmd create firewall ——firewal IRule="sourcelP:1.2.3.2/32, destinationIP:2.3.1.2/32, preference:200” —-snat=10. 10. 10. 1, 3030
loxicmd create firewall ——firewal IRule="sourcelP:1.2.3.2/32, destinationIP:2.3.1.2/32, preference:200” ——snat=10.10.10.1 (Do not change sourceport)
loxicmd create firewall —firewalIRule="sourcelP:1.2.3.2/32, destinationIP:2.3.1.2/32, preference:200” —snat=10.10.10. 1, 3030 —egress (Egress rules
match for non-k8s traffic)
Usage:
loxicmd create firewall —firewal IRule=<ruleKey>:<ruleValue>, [—allow] [-—drop] [—trap] [—record] [——egres

s] [—redirect=<PortName>] [--setmark=<FwMark>] [flags]

Aliases:
firewall, Firewall, fw, firewalls

Flags:

Global
-s,
-0,
P,

-t,

—al low
—drop
--egress

—firewal IRule strings

—help

—record
—redirect strings
——setmark uint32
—snat strings
—trap

Flags:
—apiserver string
—output string
—port int16
—protocol string
——timeout int16
—token string

Al low any matching rule

Drop any matching rule

Specify that this an egress rule (to be used with snat)
Information related to firewall rule

help for firewall

Record/Dump any matching rule

Redirect any matching rule

Add a fw mark

SNAT any matching rule

Trap anything matching rule

Set API server [P address (default “127.0.0.17)
Set output layer (ex.) wide, json)

Set API server port number (default 11111)

Set API server http/https (default "http”)

Set timeout (default 10)

Set Token for the API server
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root@loxilb:/# loxicmd create firewall --firewallRule="sourcelP:192.168.1.0/24,destinationIP:192.168.1.31/32,preference:100" --allow
Debug: response. StatusCode: 200

Success

root@loxilb:/# loxicmd create firewall --firewallRule="sourcelP:10.0.0.0/8,preference:200" --drop

Debug: response. StatusCode: 200

Success

root@loxilb:/# loxicmd create firewall --firewallRule="sourcelP:192.168.1.31/32,preference:300" --snat=10.10.10.1,3030

Debug: response. StatusCode: 200

Success

root@loxilb:/# loxicmd get firewall -o wide

| SOURCE IP | DESTINATION IP | MIN SPORT | MAX SPORT | MIN DPORT | MAX DPORT | PROTOCOL | PORT NAME | PREFERENCE | OPTION | COUNTERS |
| | | | | | | | | | | |
| 1.1.1.1/32 | 2.3.1.2/32 | 0] 0| 0] 0] 0| | 200 | Al low, FwMark (10) | 0:0 |
| 1.2.3.2/32 | 2.3.1.2/32 | 0] 0| 0] 0] 0| | 200 | Snat(10.10.10.1:3030) | 0:0 |
| 10.0.0.0/8 | 0.0.0.0/0 | 0] 0] 0] 0] 0] | 200 | Drop | 0:0 |
| 192.168.1.0/24 | 192.168.1.31/32 | 0] 0| 0] 0] 0| | 100 | Allow | 0:0 |
| 192.168.1.31/32 | 0.0.0.0/0 | 0] 0| 0] 0] 0| | 300 | Snat(10.10.10.1:3030) | 21:3759 |

root@loxilb:/#

root@loxilb:/# loxicmd create firewall --firewallRule="sourcelP:1.1.1.1/32,destinationlP:2.3.1.2/32,preference:200" --allow --setmark=10

Debug: response. StatusCode: 200

Success

root@loxilb:/# loxicmd get firewall -o wide

| SOURCE IP | DESTINATION IP | MIN SPORT | MAX SPORT | MIN DPORT | MAX DPORT | PROTOCOL | PORT NAME | PREFERENCE | OPTION | COUNTERS
1 1 1 1 1 1

|
I 1 1 1 1 1 I
| 1.1.1.1/32 | 2.3.1.2/32 | 0l 0l 0l 0l 0] I 200 | Allow, FuMark (10) | 0:0 |
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loxicmd create ip BHO{= loxilbO|M ALESH= IP FAE AEY = USLICL
Ot2fet Z0]| ‘loxicmd create ip --help” BHO &= ip0f s 4F =52 2 =+
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root@loxilb:/# loxicmd create ip —help
Create a IPv4Address using LoxilB. It is working as “ip addr add <DevicelPNet> dev <device>”
ex) loxicmd create ip 192.168.0.1/24 eno7

Usage:
loxicmd create ip <DevicelPNet> <device> [flags]

Aliases:
ip, ipvdaddress, ipv4, ipaddress

Flags:
-h, —help help for ip

Global Flags:
-s, —apiserver string Set API server IP address (default “127.0.0.1")
-0, —output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
——protocol string Set API server http/https (default “http”)
-t, ——timeout int16 Set timeout (default 10)
—token string Set Token for the APl server

ofzi(ohet &0| ip B =z P4 AFar &2|7t 7t gLt

root@loxiIb:/# loxicmd get ip

| DEVICE NAME | IP ADDRESS

| | |
| docker0 | 172.17.0.1/16 |
| ens34 | 192.168.1.9/24

| | feB80::20c:29ff:fe3e:2bb2/64 |
| 11b0 | fe80::40d6:107f:fe99:2b0e/64 |
| 1o | 127.0.0.1/8 |
| | ::1/128 |
root@loxi Ib:/# loxicmd create ip 192.168.1.123/24 ens34
Success

root@loxilb:/# loxicmd get ip

| DEVICE NAME | IP ADDRESS

| | |
| docker0 | 172.17.0.1/16 |
| ens34 | 192.168.1.9/24

| | feB80::20c:29ff:fe3e:2bb2/64 |
| | 192.168.1.123/24 |
| 11b0 | fe80::40d6:107f:fe99:2b0e/64 |
| lo | 127.0.0.1/8 |
| | ::1/128 |

www.netlox.io 31



create Ib HZHO]

loxicmd create b HHO = loxilbO|AM AtESH=E LB HMZ ™Y = USL|ITH
Of2f e} Z0| 'loxicmd create Ib --help” EO = LB 273 58 & = UsUC

root@loxilb:/# loxicmd create Ib —help
Create a LoadBalancer

——select value options
rr - select the Ib end-points based on round-robin
hash — select the |b end-points based on hashing
priority - select the Ib based on weighted round-robin
persist — select the Ib end—point based on sender
lc - select the Ib end-point base on least connection

—mode value options
onearm — LB put LB-IP as srcIP
fullnat — LB put Service IP as scrIP
dsr - LB in DSR mode allows return traffic to bypass the load balancer (only available with hash select)
fullproxy - LB operating as a L7 proxy
hostonearm — LB operating in host one-arm

ex)
loxicmd create Ib 192.168.0.200 —tcp=80:32015 —endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0.3:1
loxicmd create Ib 192.168.0.200 —-tcp=8080-8081:32015 ——endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0. 3:1
loxicmd create Ib 192.168.0.200 ——tcp=5000:5201-5300 —-endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0.3:1
loxicmd create Ib 192.168.0.200 ——tcp=80:32015 —endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0. 3:1 —-secur ity=https
loxicmd create Ib 192.168.0.200 —tcp=80:32015 —endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0.3:1 —host=loxi lb. io
loxicmd create Ib 192.168.0.200 —tcp=80:32015 ——name="http-service” ——endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0.3:1
loxicmd create Ib 192.168.0.200 —udp=80:32015 —endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0.3:1 —mark=10
loxicmd create Ib 192.168.0.200 ——tcp=80:32015 —-udp=80:32015 ——endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0.3:1
loxicmd create Ib 192.168.0.200 —-select=hash ——tcp=80:32015 —-endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0.3:1
loxicmd create Ib 192.168.0.200 ——tcp=80:80 ——endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0.3:1 —mode=dsr —-select=hash
loxicmd create Ib 192.168.0.200 ——sctp=37412:38412 —secips=192.168.0. 201, 192. 168.0. 202 ——endpoints=10.212. 0. 1:1,10.212.0.2:1,10. 212. 0. 3:1
loxicmd create Ib 192.168.0.200 ——tcp=80:32015 ——endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0. 3:1 —sources=10. 10. 10. 1/32
loxicmd create Ib 2001::1 ——tcp=2020:8080 ——endpoints=4ffe::1:1,5ffe::1:1, 6ffe::1:1
loxicmd create Ib 2001::1 ——tcp=2020:8080 ——endpoints=31.31.31.1:1,32.32.32.1:1,33.33.33.1:1
loxicmd create Ib 10.10.10. 254 ——sctp=2020:8080 ——endpoints=33.33.33.1:1 ——attachEP
loxicmd create Ib 100.100. 100. 1 —tcp=8080:80 —endpoints=10.10.10.1:1 —ppv2en

Usage:

loxiomd create Ib IP [--select=<rr|hash|priority|persist>] [—top=<ports>:<targetPorts>] [--udp=<ports>:<targetPorts>] [—sctp=ports>:<targetPort
s>] [—icmp] [-—mark=<val>] [—secips=<ip>,] [—sources=<ip>,] [—endpoints={ip>:<weight>,]1 [--mode=<onearm|fullnat>] [—bgp] [—monitor] [—inatimeou
t=Cto>] [—name=<service-name>] [—attachEP] [--detachEP] [—security=<https|e2ehttps|none>] [—host=<ur|>] [—ppv2en] [—egress] [flags]

Flags:

—-attachEP Attach endpoints to the load balancer rule
—bgp Enable BGP in the load balancer
—-—detachEP Detach endpoints from the load balancer rule
——egress Specify egress rule
—endpoints strings Endpoints is pairs that can be specified as ’<endpointIP>:<{Weight>’

-h, —help help for Ib
—host string Ingress Host URL Path
——icmp ICMP Ping packet Load balancer
—inatimeout uint32 Specify the timeout (in seconds) after which a LB session will be reset for inactivity
—-mark uint32 Specify the mark num to segregate a load-balancer VIP service
——fiode string NAT mode for load balancer rule
——moni tor Enable monitoring end—points of this rule
——hame string Name for load balancer rule
——ppv2en Enable proxy procotol v2
—-sctp strings Port pairs can be specified as '<port>:<targetPort>’
——secips strings Secondary [Ps for SGTP multihoming rule specified as ' <secondaryIP>’
——security string Security mode for load balancer rule
—select string Select the hash algorithm for the load balance. (ex) rr, hash, priority, persist, Ic (default “rr”)
—-sources strings Al lowed sources for this rule as '<allowedSources)>’
—-tep strings Port pairs can be specified as '<port>:<targetPort>’
—udp strings Port pairs can be specified as '<port>:<targetPort>’

Global Flags:

-s, —apiserver string Set APl server IP address (default “127.0.0.1%)

-0, —output string Set output layer (ex.) wide, json)

-p, —port int16 Set API server port number (default 11111)
—protocol string  Set API server http/https (default “http”)

-t, ——timeout int16 Set timeout (default 10)
——token string Set Token for the API server
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root@loxilb:/# loxicmd get Ib

root@loxilb:/# loxicmd create Ib 192.168.1.9 --tcp=80:55555 --endpoints=192.168.1.31:1,192.168.1.32:1

ProtoPortpair: map[tcp: [80:55555]]

Debug: response. StatusCode: 200

Success

root@loxilb:/# loxicmd create Ib 192.168.1.10 --select=priority --tcp=8080:55555 --endpoints=192.168.1.31:40,192.168.1.32:60
ProtoPortpair: map[tcp: [8080:55555]]

Debug: response. StatusCode: 200

Success

root@loxilb:/# loxicmd create |b 192.168.0.200 --tcp=80:80 --endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0.3:1 --mode=dsr --select=hash
ProtoPortpair: map[tcp: [80:80]]

Debug: response. StatusCode: 200

Success

root@loxilb:/# loxicmd create Ib 192.168.0.201 --tcp=80:80 --endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0.3:1 --select=persist
ProtoPortpair: map[tcp: [80:80]]

Debug: response. StatusCode: 200

Success

root@loxilb:/# loxicmd create Ib 192.168.0.202 --tcp=80:80 --endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0.3:1 --select=lc
ProtoPortpair: map[tcp: [80:80]]

Debug: response. StatusCode: 200

Success

root@loxilb:/# loxicmd create |b 192.168.1.12 --tcp=2020:8080 --endpoints=192.168.1.31:1,192.168.1.32:1 --mode=onearm
ProtoPortpair: map[tcp: [2020:8080]]

Debug: response. StatusCode: 200

Success

root@loxilb:/# loxicmd create Ib 192.168.1.13 --tcp=3030:8080 --endpoints=192.168.1.31:1,192.168.1.32:1 --mode=fullnat
ProtoPortpair: map[tcp: [3030:8080]1

Debug: response. StatusCode: 200

Success

root@loxilb:/# loxicmd create Ib 192.168.1.14 --tcp=4040:8080 --endpoints=192.168.1.31:1,192.168.1.32:1 --mode=dsr --select=hash
ProtoPortpair: map[tcp: [4040:8080]]

Error: No port-translation in dsr mode

root@loxilb:/# loxicmd create Ib 192.168.1.15 --tcp=4040:8080 --endpoints=192.168.1.41:1,192.168.1.42:1 --mode=dsr
ProtoPortpair: map[tcp: [4040:8080]1

Error: No port-translation in dsr mode

root@loxilb:/# loxicmd create Ib 192.168.1.15 --tcp=4040:80 --endpoints=192.168.1.41:1,192.168.1.42:1 --mode=dsr
ProtoPortpair: map[tcp: [4040:80]]

Error: No port-translation in dsr mode

root@loxilb:/# loxicmd create Ib 192.168.1.15 --tcp=80:80 --endpoints=192.168.1.41:1,192.168.1.42:1 --mode=dsr
ProtoPortpair: map[tcp: [80:80]]

Debug: response. StatusCode: 200

Error: Only Hash Selection criteria allowed for DSR mode

root@loxilb:/# loxicmd create Ib 192.168.1.15 --tcp=80:80 --endpoints=192.168.1.41:1,192.168.1.42:1 --mode=dsr --select=hash
ProtoPortpair: map[tcp: [80:80]]

Debug: response. StatusCode: 200

Success
root@loxilb:/# loxicmd get Ib -0 wide
| EXTIP | SEC IPS | SOURCES | HOST | PORT | PROTO | NAME | MARK | SEL | MODE | ENDPOINT | EPORT | WEIGHT | STATE | GOUNTERS |
— —| | | | | | | |
| 192.168.0.200 | | | | 80| tep | | 0] hash | dsr | 10.212.0.1 | 80| 1] - | 0:0 |
| | | | | | | | | | | 10.212.0.2 | 80 | 1] - | 0:0 |
| | | | | | | | | | | 10.212.0.3 | 80 | 1] - | 0:0 |
| 192.168.0.201 | | | | 80 tep | | 0] persist | default | 10.212.0.1 | 80 | 1] - | 0:0 |
| | | | | | | | | | | 10.212.0.2 | 80 | 1] - | 0:0 |
| | | | | | | | | | | 10.212.0.3 | 80 | 1] - | 0:0 |
| 192.168.0.202 | | | | 80| tep | | 0] le | default | 10.212.0.1 | 80 | 1] - | 0:0 |
| | | | | | | | | | | 10.212.0.2 | 80| 1] - | 0:0 |
| | | | | | | | | | | 10.212.0.3 | 80 | 1] - | 0:0 |
| 192.168.1.10 | | | | 8080 | tep | | 0] priority | default | 192.168.1.31 | 55555 | 40 | - | 0:0 |
| | | | | | | | | | | 192.168.1.32 | 55555 | 60 | - | 0:0 |
| 192.168.1.12 | | | | 2020 | tep | | o]rr | onearm | 192.168.1.31 | 8080 | 1] - | 0:0 |
| | | | | | | | | | | 192.168.1.32 | 8080 | 1] - | 0:0 |
| 192.168.1.13 | | | | 3030 | tep | | o]rr | fullnat | 192.168.1.31 | 8080 | 1] - | 0:0 |
| | | | | | | | | | | 192.168.1.32 | 8080 | 1] - | 0:0 |
| 192.168.1.15 | | | | 80| tep | | 0] hash | dsr | 192.168.1.41 | 80 | 1] - | 0:0 |
| | | | | | | | | | | 192.168.1.42 | 80 | 1] - | 0:0 |
| 192.168.1.9 | | | | 80| tep | | 0rr | default | 192.168.1.31 | 55555 | 1] - | 0:0 |
| | | | | | | | | | | 192.168.1.32 | 55555 | 1] - | 0:0 |
root@loxilb:/#
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loxicmd create mirror B0 = loxilbO|A| 0243 HMZ ¥ = ASLICL
Ot2jet Z 0| ‘loxicmd create mirror --help’ B 0{= O/ A0 2tzdst 48 4=

= & T UASHCL

root@loxilb:/# loxicmd create mirror —help

Create a Mirror using LoxilB

—<infoOption>s of mirrorInfo

type(int) : Mirroring type as like 0 == SPAN, 1 == RSPAN, 2 == ERSPAN
port(string) : The port where mirrored traffic needs to be sent

vlan(int) : for RSPAN we may need to send tagged mirror traffic
remotelP(string) : For ERSPAN we may need to send tunnelled mirror traffic
sourcelP(string) : For ERSPAN we may need to send tunnelled mirror traffic
tunnelID(int) : For ERSPAN we may need to send tunnelled mirror traffic

ex) loxicmd create mirror mirr-1 —mirrorInfo="type:0, port:hs0” —targetObject="attachement:1, mirrObjName:hs1”
Usage:
loxicmd create mirror <mirrorldent> —mirror Info=<InfoOption>:<InfoValue>, ... =

targetOb ject=attachement :<port1, rule2>, mirrObjName:<0bjectName> [flags]

Aliases:
mirror, mirror, mirr, mirrors

Flags:
-h, —help help for mirror
—mirrorInfo strings Information about the mirror
—targetObject strings Information about object to which mirror needs to be attached
Global Flags:
-s, —apiserver string Set API server IP address (default “127.0.0.17)
-0, —output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default “http”)
-t, ——timeout int16 Set timeout (default 10)
—token string Set Token for the API server

Otzi(0iht Z0| mirror BEONZE O|HE HA™at 227t 7t gLCt.

root@loxilb:/# loxicmd get mirror

root@loxilb:/# loxicmd create mirror mirr-1 --mirrorinfo="type:0,port:hs0" --targetObject="attachement:1,mirrObjName:hs1"
Debug: response. StatusCode: 200
Success
root@loxilb:/# loxicmd get mirror
| MIRROR NAME | MIRROR INFO | TARGET | TARGET |
| | | ATTACHMENT | NAME |
| | | | |
| mirr-1 | Type : SPAN | Port | hst |
| Port : hsO | |
root@loxilb:/# loxicmd delete mirror mirr-1

Debug: response. StatusCode: 200
Success

root@loxilb:/# loxicmd get mirror

root@loxilb:/# loxicmd create mirror mirr-1 --mirrorinfo="type:0,port:hs0" --targetObject="attachement:1,mirrObjName:hs1"
Debug: response. StatusCode: 200
Success

root@loxilb:/# loxicmd get mirror -o wide
| MIRROR NAME | MIRROR INFO | TARGET | TARGET | SYNC |

| ATTACHMENT | NAME | |
| | [——I
| mirr-1 | Type : SPAN | 1] hsl | 1]
| | Port : hsO | | | |
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loxicmd create neighbor @& 0= loxilbO|A HO|HE FHMS
Ct. Of2Het Z 0| ‘loxicmd create neighbor --help’ & 0{&= U|O|H{ 20 22T

= o A A
28 #ss 2 & UASHLL

root@loxilb:/# loxicmd create neighbor —help
Create a Neighbors using LoxilB. It is working as “ip neigh add <DeviceIP> dev <device> |laddr <—macAddress>”

ex) loxicmd create neighbor 192.168.0.1 eno7 —macAddress=aa:aa:aa:aa:aa:aa

Usage:
loxicmd create neighbor <DevicelP> <DeviceName> [—macAddress=aa:aa:aa:aa:aa:aa] [flags]

Aliases:
neighbor, nei, neigh

Flags:
-h, —help help for neighbor
—macAddress string Hardware MAC address
Global Flags:
-s, —apiserver string Set API server IP address (default “127.0.0.17)
-0, —output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default “http”)
-t, ——timeout int16 Set timeout (default 10)
—token string Set Token for the API server

Of2f(Oll)2F Z0l neighbor BHOZ HESRI O dFu &2[7} 7ts gLt

—

+o

e DevicelP: 0|2 &X|O] IP =&
e DeviceName: HER3 QIHL|0|A O|F (0f: eno?, eth0 &)
e --macAddress: SiIE IPO| CH&Sl= SI=AO MAC =&

root@loxilb:/# loxicmd create neighbor 192.168.1.200 ens34 --macAddress=aa:aa:aa:aa:aa:aa

Success

root@loxilb: /4 arp

Address HWtype HWaddress Flags Mask Iface
192. 168. 1. 32 ether  00:0c:29:b0:1b:49 C ens34
192.168. 1. 20 ether  00:0c:29:62:b8:b6 C ens34
_gateway ether 00:0c:29:31:04:81 G ens34
192.168. 1. 31 ether 00:0c:29:5d:18:dc C ens34
192.168. 1. 99 ether 00:0c:29:d4:ec:41 C ens34
192.168. 1. 33 ether 00:0c:29:61:4e:ab C ens34
192. 168. 1. 200 ether aa:aa:aa:aa:aa:aa CM ens34

root@loxilb:/# arp -a

? (192.168.1.32) at 00:0c:29:b0:1b:49 [ether] on ens34

? (192.168.1.20) at 00:0c:29:62:b8:b6 [ether] on ens34
_gateway (192.168.1.1) at 00:0c:29:31:04:81 [ether] on ens34
? (192.168.1.31) at 00:0c:29:5d:18:dc [ether] on ens34

? (192.168.1.99) at 00:0c:29:d4:ec:41 [ether] on ens34

? (192.168.1.33) at 00:0c:29:61:4e:ab [ether] on ens34

? (192.168.1.200) at aa:aa:aa:aa:aa:aa [ether] PERM on ens34
root@loxilb: /#
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loxicmd create policy BHOIZ loxilbOlA FHS MY &= UASLICH
Z0[ ‘loxicmd create policy --help’ BE 0= FH0f| 2ot 28 52 2 &= U

= LI

root@loxilb:/# loxicmd create policy —help

Create a Policy

Ex) loxicmd create policy pol-hsO ——rate=100:100 —target=hs0:1
loxicmd create policy pol-hsl ——rate=100:100 ——target=hs0:1 —block-size=12000:6000
loxicmd create policy pol-hsl —rate=100:100 —target=hs0:1 —color
loxicmd create policy pol-hsl —rate=100:100 —target=hs0:1 —color —pol-type 0

rate unit : Mbps
block-size unit : bps
Policy type(pol-type) O : TrTCM, 1 : SrTCM

Usage:
loxicmd create policy [IDENT —rate=<Peak>:<Commited> —target=<0bjectName>:<Attachment> [—block-
size=<Excess>:<Committed>] [—color] [—pol-type=<policy type>] [flags]

Aliases:
policy, pol, policys, pols, polices

Flags:
—block-size string Block Size pairs can be specified as ' <Excess>:<Committed>
—color Policy color enbale or not
-h, —help help for policy
—pol-type int Target Interface pairs can be specified as ' <ObjectName>:<Attachment>
—rate string Rate pairs can be specified as '<Peak>:<Commited>’
——target string Target Interface pairs can be specified as ' <ObjectName>:<Attachment>
Global Flags:
-s, —apiserver string Set API server IP address (default “127.0.0.17)
-0, —output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
——protocol string Set API server http/https (default “http”)
-t, —timeout int16 Set timeout (default 10)
—token string Set Token for the API server

otz (i)t Z0| policy HHO{Z HA MMt 2|7} 7Hs TL|Ch

o --rate: E2f|H £ Kot A7 (THR: Mbps)&Al: <Peak>:<Committed> (X
e BAAE)

o --target: YMES HEY Oy AHDO|AH
<ObjectName>:<Attachment> (X . HZAF)MEH Oj7)H ==

o --block-size: K2l 37| 7 (Tt bps)Al: <Excess>:<Committed> (Z1:
23)

e --color; Z2{ Ot M3t &

>
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o --pol-type: X [ ME4 0: TITCM (Two Rate Three Color Marker) - 7|&
%241: SITCM (Single Rate Three Color Marker)

root@loxilb:/# loxicmd get policy

root@loxilb:/# loxicmd create policy pol-hs0O --rate=100:100 --target=hs0:1
Debug: response. StatusCode: 200

root@loxilb:/# loxicmd get policy

| IDENT | PEAKINFORATE | COMMITTEDINFORATE |

| | | |

| pol-hs0 | 100 | 100 |

root@loxilb:/# loxicmd create policy pol-hsl —-rate=100:100 —target=hs0:1 —block-size=12000:6000
Debug: response. StatusCode: 200

root@loxilb:/# loxicmd get policy
| IDENT | PEAKINFORATE | COMMITTEDINFORATE |
|

| pol-hsO | 100 | 100 |

| pol-hst | 100 | 100 |

root@loxilb:/# loxicmd create policy pol-hs1 --rate=100:100 --target=hs0:1 --color
Debug: response. StatusCode: 200

root@loxilb:/# loxicmd get policy

| IDENT | PEAKINFORATE | GOMMITTEDINFORATE |

| | | |

| pol-hsO | 100 | 100 |

| pol-hsl | 100 | 100 |

root@loxilb:/# loxicmd create policy pol-hs1 --rate=100:100 --target=hs0:1 --color --pol-type 0
Debug: response. StatusCode: 200

root@loxilb:/# loxicmd get policy -o wide
| IDENT | PEAKINFORATE | COMMITTEDINFORATE | EXCESSBLKSIZE | COMMITTEDBLKSIZE | POLICYTYPE | GOLORAWARE | POLOBJNAME | ATTACHMENT |

I
| pol-hs0 | 100 | 100 | 60000000 | 30000000 | 0| AR | hso | 1]
| pol-hst | 100 | 100 | 60000000 | 30000000 | 0]t | hsO | 11
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loxicmd create route FHOZ loxilbO|AM 2R E2 AFE = JUSLICE ofefet
Z0| ‘loxicmd create route --help’ BHO{= 2R EO0| st 4 U2 = =
AELICE
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root@loxilb:/# loxicmd create route —help
Create a Route using LoxilB. It is working as “ip route add <DestinationIPNet> via <gateway> proto <protocol>”

ex) loxicmd create route 192.168.212.0/24 172.17.0.254 —proto=static
loxicmd create route 192.168.212.0/24 172.17.0. 254

Usage:
loxicmd create route <DestinationIPNet> <{gateway> ——proto=<protocol> [flags]

Flags:
-h, —help help for route
—proto string Proto static mode
Global Flags:
-s, —apiserver string Set API server IP address (default “127.0.0.17)
-0, —output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default “http”)
-t, —timeout int16 Set timeout (default 10)
—token string Set Token for the API server

o202k Z0l route EOZ 2t 281t #2171 7ts LICH

e DestinationIPNet: SXX]| |P |-1| 2|3 (CIDR H7|H
e gateway: AO|ESO] IP

root@loxilb:/# loxicmd create route 192.168.212.0/24 172.17.0.254 --proto=static
Success

root@loxi|lb:/# loxicmd get route -o wide

| DESTINATIONIPNET | GATEWAY | FLAG | HARDWAREMARK | PACKETS | BYTES |
I I I I I I I
| 0.0.0.0/0 | 192.168.1.1 | Ind | 21 | 0| (N
| 127.0.0.0/8 | | Self | 1] 0| (N
| 127.0.0.1/32 | | Self | 2 | 0| (N
| 172.17.0.0/16 | | Self | 18 | 0| 0|
| 172.17.0.1/32 | | Self | 19 | 0| 0|
| 172.17.0.254/32 | 172.17.0.254 | Ind Host | 30 | 0| 0|
| 192.168.1.1/32 | 192.168.1.1 | Ind Host | 8 | 0| 0|
| 192.168.1.20/32 | 192.168.1.20 | Ind Host | 23 | 0| (N
| 192.168. 1. 200/32 | 192.168. 1.200 | Ind Host | 28 | 0| (N
| 192.168.1.31/32 | 192.168.1.31 | Ind Host | 10 | 0| (N
| 192.168.1.32/32 | 192.168.1.32 | Ind Host | 12 | 0| (N
| 192.168.1.33/32 | 192.168.1.33 | Ind Host | 9 | 0| 0|
| 192.168.1.9/32 | | Self | 5 | 0| 0|
| 192.168.1.99/32 | 192.168.1.99 | Ind Host | 1 | 0| 0|
| 192.168.212. 0/24 | 172.17.0.254 | Ind | 29 | 0| 0|
| 224 0.0.22/32 | 224.0.0.22 | Ind Host | 20 | 0| (N
| : | fe80::20c:29ff:fe31:481 | Ind | 22 | 0| (N
| : 1/128 | | Self | 3| 0| 0|
| fe80::/32 | | Self | 71 0| 0|
| fe80::/64 | | Self | 6 | 0| 0|
| fe80::20c:297f:fe31:481/128 | feB0::20c:29ff:fe31:481 | Ind Host | 16 | 0| 0|
| £f02::16/128 | f02::16 | Ind Host | 17 | 0| 0|
| £f02::1:2/128 | f02::1:2 | Ind Host | 14 | 0| 0|
| £f02::1:ff3e:2bb2/128 | £f02::1:ff3e:2bb2 | Ind Host | 13 | 0| (N
| £f02::2/128 | f02::2 | Ind Host | 15 | 0| 0|
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loxicmd create vlan A2 loxilbOA VLANS 28 = JSLULCHL
20| ‘loxicmd create vlan --help” B &0{= VLANO| ZEHsH 4 ZE2 =2 = U
=L L
root@loxilb:/# loxicmd create vlian —help
Create a vlan using LoxilB. It is working as “brctl addbr vian$<Vid>”
ex) loxicmd create vian 100

Usage:
loxicmd create vlan <Vid> [flags]

Flags:
-h, —help help for vlan

Global Flags:
-s, —apiserver string Set API server IP address (default “127.0.0.17)
-0, —output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default “http”)
-t, —timeout int16 Set timeout (default 10)
—token string Set Token for the API server

create vlanmember O]

loxicmd create vlanmember @202 loxilbO|A] VLAN HHE MHES = Q&L

Ct. of2fet Z0| ‘loxicmd create vlanmember --help’ @& 0= VLAN HEOf &
Hot 4% dUES & ¢ USHCL

root@loxilb:/# loxicmd create vlanmember ——help
Create a vlanmember using LoxilLB. It is working as “brctl| addif vlan<Vid> <DeviceName>. <tagged>”

ex) loxicmd create vlanmember 100 eno7 —-tagged=true
loxicmd create vlanmember 100 eno7

Usage:
loxicmd create vlanmember <Vid> <DeviceName> —tagged=<Tagged> [flags]

Aliases:
vlanmember, vlanMember, vlan-member, vlan_member

Flags:
-h, —help help for vlanmember
—tagged Tagged mode Vlan
Global Flags:
-s, —apiserver string Set API server IP address (default ”127.0.0.17)
-0, —output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
——protocol string Set API server http/https (default “http”)
-t, ——timeout int16 Set timeout (default 10)
—token string Set Token for the API server
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root@loxilb:/# loxicmd create vlanmember 100 --tagged=true
root@loxilb:/# loxicmd get vlan -o wide

| DEVICE NAME | VLAN ID | MEMBER | STATISTICS |
| | | | |
| vlan100 | 100 | Device: ens34.100 | In/Out byte : 0/0 |
| | | tagged: true | In/Out packets : 0/0 |
| vlan3802 | 3802 | | In/Out byte : 0/0 |
| | | | In/Out packets : 0/0 |
| vlan3804 | 3804 | | In/Out byte : 0/0 |
| | | | In/Out packets : 0/0 |
| vlan3808 | 3808 | | In/Out byte : 0/0 |
| | | | In/Out packets : 0/0 |
| docker0 | 4090 | | In/Out byte : 0/0 |
[ [

root@loxilb: /# loxicmd create vlan 200

In/Out packets : 0/0 |

Success

root@loxilb:/# loxicmd get vlan -o wide

| DEVICE NAME | VLAN ID | MEMBER STATISTICS |
I | [ I
| vlan100 100 | Device: ens34.100 | In/Out byte : 0/0 |

| | tagged: true In/Out packets : 0/0 |

[

[

[ |

[ [
| vIan200 | 200 | | In/Out byte : 0/0 |
| | | | In/Out packets : 0/0 |
| v1an3802 | 3802 | | In/Out byte : 0/0 |
| | | | In/Out packets : 0/0 |
| vlan3804 | 3804 | | In/Out byte : 0/0 |
| | | | In/Out packets : 0/0 |
| vlan3808 | 3808 | | In/Out byte : 0/0 |
| | | | In/Out packets : 0/0 |
| docker0 | 4090 | | In/Out byte : 0/0 |

[ [

| | In/Out packets : 0/0 |
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loxicmd create vxlan HHOZ loxilbOAM VxLANE A-E = QUESLICE Of2iet
Z0[ ‘loxicd create vxlan --help’” @& 0{= VxLANO| &&st 84 ¢SS = +

OI:ﬁ:L_|[+‘

AN H

root@loxilb:/# loxicmd create vxlan —help
Create a vxlan using LoxilB

ex) loxicmd create vxlan 100 eno7

Usage:
loxicmd create vxlan <VxlanID> <EndpointDeviceName> [flags]

Flags:
-h, —help help for vxlan
Global Flags:
-s, —apiserver string Set API server IP address (default “127.0.0.17)
-0, —output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default “http”)
-t, ——timeout int16 Set timeout (default 10)
—token string Set Token for the API server

create vxlanpeer 30

loxicmd create vxlanpeer HZOI2 loxilbOAl VxLAN Z|O{E HEE 5= A&
Ct of2fiet Z0] ‘loxicmd create vxlanpeer --help’ @& 0= VxLAN L|O{0] 2+

sl A =Eo A Ol A
ot 48 W4==2 & = UsHLCH

root@loxilb:/# loxicmd create vxlanpeer —help
Create a vxlan using LoxilB
ex) loxicmd create vxlan-peer 100 30.1.3.1

Usage:
loxicmd create vxlanpeer <Vnid> <PeerIP> [flags]

Aliases:
vxlanpeer, vxlanPeer, vxlan—peer, vxlan_peer

Flags:
-h, —help help for vxlanpeer

Global Flags:
-s, —apiserver string Set API server IP address (default “127.0.0.17)
-0, —output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default “http”)
-t, —timeout int16 Set timeout (default 10)
—token string Set Token for the API server

www.netlox.io 41



Of2f (ot Z 0| vxlanDt vxlanpeer HEHOZ VxLAN A1 2|7t 7ts gL Ch

root@loxiIb: /# loxicmd create vxlan 100 ens34
Success

root@loxilb:/# loxicmd get vxlan -o wide
| DEVICE NAME | VXLAN ID | ENDPOINT INTERFACE | PEER IP |
I | | | I
| vxlan100 | 100 | ens34 | |
root@loxilb:/# ip a
1: lo: <LOOPBACK, UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
| ink/|oopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_|ft forever preferred |ft forever
inet6 ::1/128 scope host noprefixroute
valid_|ft forever preferred |ft forever
2: ens34: <BROADCAST, MULTICAST, UP, LONER_UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
| ink/ether 00:0c:29:3e:2b:b2 brd ff:ff:ff:ff:ff:ff
altname enp2s2
inet 192.168.1.9/24 brd 192.168. 1.255 scope global ens34
valid_Ift forever preferred_Ift forever
inet6 fe80::20c:29ff:fe3e:2bb2/64 scope |ink
valid_|ft forever preferred |ft forever
3: docker0: <NO-CARRIER, BROADCAST, MULTICAST, UP> mtu 1500 gdisc noqueue state DOWN group default
| ink/ether 02:42:cf:da:1b:8e brd ff:ff:ff:ff:ff:ff
inet 172.17.0.1/16 brd 172.17. 255. 255 scope global docker0
valid_Ift forever preferred_Ift forever
4: 11b0: <BROADCAST, MULTICAST, UP, LONER_UP> mtu 1500 xdpgeneric/id:38 adisc fa _codel state UNKNOWN group default
qlen 1000
| ink/ether 00:00:ca:fe:fa:ce brd ff:ff:ff:ff:ff:ff
inet6 fe80::58eb:2ff:fe38:17ec/64 scope |ink
valid_|ft forever preferred |ft forever
5: vxlan100: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1450 gdisc noqueue state UNKNOWN group default
| ink/ether ce:e2:3e:c7:0e:02 brd ff:ff:ff:ff:ff:ff
inet6 fe80::cce2:3eff:fec7:e02/64 scope |ink
valid_Ift forever preferred |ft forever

root@loxilb:/# loxicmd create vxlan-peer 100 30.1.3.1

Success

root@loxiIb:/# loxicmd get vxlan -o wide

| DEVICE NAME | VXLAN ID | ENDPOINT INTERFACE | PEER IP |

I I I I I

| vxlan100 | 100 | ens34 | 30.1.3.1 |

root@loxilb:/# ip -d link show type vxlan

5: vxlan100: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1450 gdisc noqueue state UNKNOWN mode DEFAULT group default
| ink/ether ce:e2:3e:¢7:0e:02 brd ff:ff:ff:ff:ff:ff promiscuity 0 minmtu 68 maxmtu 65535
vxlan id 100 local 192.168.1.9 dev ens34 srcport 0 0 dstport 8472 ttl auto ageing 300 udpcsum noudp6zerocsumtx

noudp6zerocsumrx addrgenmode eui64 numtxqueues 1 numrxqueues 1 gso_max_size 65536 gso_max_segs 65535
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delete HHO]

delete HO= At M S HHY = ASLICL of2feb 20| ‘loxicmd
il =

= xy A
delete --help’ HHO{= Ao TS BHUOSS = & YsLCH

root@loxilb:/# loxicmd delete —help
Delete a Load balance features in the LoxilB
Delete — Service type external load-balancer, Vlan, Vxlan, Qos Policies,
Endpoint client, FDB, IPaddress, Neighbor, Route,Firewall, Mirror, Session, UICI

Usage:
loxicmd delete [flags]
loxicmd delete [command]

Available Commands:
bfd Delete a BFD session
bgpneighbor Delete a BGP Neighbor peer information
endpoint Delete a LB EndPoint from monitoring

fdb Delete a FDB

firewal | Delete a Firewall

ip Delete a IPv4Address
b Delete a LoadBalancer
mirror Delete a Mirror
neighbor Delete a Neighbors
policy Delete a Policy

route Delete a Route
session Delete a Session
sessionulcl Delete a Ulcl configuration in the LoxilB
vlan Delete a VlanBridge
vlanmember Delete a VlanMember
vxlan Delete a vxlanBridge

vxlanpeer Delete a vxlanPeer

Flags:
-f, —file string Config file to apply as like K8s
-h, —help help for delete
Global Flags:
-s, —apiserver string Set API server IP address (default “127.0.0.17)
-0, —output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default "http”)
-t, ——timeout int16 Set timeout (default 10)
—token string Set Token for the APl server

Use “loxicmd delete [command] —help” for more information about a command.
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get FHO= Mdot M S22 dd 20| MEfE ZLHE & 5+ JUSLICH Of
2f et Z0| 'loxicmd get --help’ FHO|= ZLHTO 2T HOE2 2 = AU
&Lt

root@loxilb:/# loxicmd get —help
Get a Load balance features from LoxilB
Get — Service type external load-balancer, Vlan, Vxlan, Qos Policies,
Endpoint client, FDB, IPaddress, Neighbor, Route,Firewall, Mirror, Session, UICI
Get Port(interface) dump used by loxilb or its docker
Get Connection track (TCP/UDP/ICMP/SGTP) information

Usage:
loxicmd get [flags]
loxicmd get [command]

Available Commands:
bfd Get all BFD sessions
conntrack Get a Conntrack
endpoint Get endpoints

fdb Get a fdb
firewal | Get a firewall
hastate Get a HA state
ip Get a IP Address

Ibversion Get a loxilb version
loadbalancer Get a LoadBalancer

log-level Get a log level status
mirror Get a Mirror
neighbor Get a neighbors
policy Get a Policy
port Get a Port dump
process Get a process status
route Get a route
session Get a session
vlan Get a Vlan
vxlan Get a vxlan
Flags:
-h, —help help for get
Global Flags:
-s, —apiserver string Set API server IP address (default “127.0.0.17)
-0, —output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default "http”)
-t, ——timeout int16 Set timeout (default 10)
—token string Set Token for the APl server

Use "loxicmd get [command] —-—help" for more information about a command.
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help B&0{

help 0= Of2iQf Z0] ‘loxicmd help --help’ HZOZ Tt dHS = 5
U L|Ct,
root@loxilb:/# loxicmd help —help
Help provides help for any command in the application.
Simply type loxicmd help [path to command] for full details
Usage:
loxicmd help [command] [flags]
Flags:
-h, —help help for help
Global Flags:
-s, ——apiserver string Set API server IP address (default “127.0.0.17)
-0, ——output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default “http”)
-t, —timeout int16 Set timeout (default 10)
save HHO]
save HHOZE 'loxilb’ 282 MY = U2 Ot2fjeb Z0| ‘loxicmd save --
help’ 302 A HF =2 = = USLCH
root root@loxilb:/# loxicmd save —help
saves current configuration in text file
Usage:
loxicmd save [flags]
Flags:
-a, —all Saves all loxilb configuration
—bfd Saves BFD configuration
-¢, —config-path string config file patch setting
—endpoint Saves endpoint configuration
—firewall Saves fTirewall configuration
-h, —help help for save
-i, —ip Saves IP configuration
-, —Ib Saves Load Balancer rules configuration
—session Saves session configuration
—ulcl Saves ulcl configuration
Global Flags:
-s, —apiserver string Set API server IP address (default “127.0.0.17)
-0, ——output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default “http”)
-t, —timeout int16 Set timeout (default 10)
—token string Set Token for the API server
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set BHOl= Ot2fQt 20| ‘loxicmd set --help” HHO|2 AT HYS = = U

ZLCH
root@loxilb:/# loxicmd set —help

Set the configuration |like log—level or bfd session

Usage:
loxicmd set [flags]
loxicmd set [command]

Avai lable Commands:

bfd bfd session configuration
log-level log-level configuration
login login and set token
logout logout and remove token
refresh refresh token
Flags:
-h, —help help for set
Global Flags:
-s, ——apiserver string Set API server IP address (default “127.0.0.17)
-0, ——output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default “http”)
-t, —timeout int16 Set timeout (default 10)
—token string Set Token for the API server

Use “loxicmd set [command] —-help” for more information about a command

version HEO

.

version BHO 2 AHIZEIO|=E |oxilb HMZ =l = ol of2fet 20|
‘loxicmd version --help’ BHO 2 &S 4FHS

root@loxilb:/# loxicmd version —help
[t shows Loxicmd version.

Usage:
loxicmd version [flags]

Flags:
—h, —help help for version
Global Flags:
-s, —apiserver string Set API server IP address (default “127.0.0.17)
-0, ——output string Set output layer (ex.) wide, json)
-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default “http”)
-t, —timeout int16 Set timeout (default 10)
—token string Set Token for the API server
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Chapter 04. HA(High-Availability)

HA(High-Availability)
LoxiLB Enterpriseg 17t&E(HA) RE= HiZst= S 23
Ct AFEAt= NAT 220 Cfjsf 7|28 2l XA

A &dts HA 7|s& 28" &+ JUSLHICL

~
r
|0
o
x.
o
=2
R

1. ‘loxilb’ AX]
K8s S2{AE Q50 2CHO| ‘loxilb'S Of2fo| oz MX|Z2 BfL|Ct
‘loxilb’ ZdE|0|{ AX]

e ‘loxilb’ Docker O|O|X| CRRE2E (**LoxilB Enterprise EF M2 28t Docker
O|0fX| H= XM& oF):

sudo docker load —i loxilb—-enterprise-1.0.0. tar
e =7{ O|O|X| 0|2 RHAZ 'loxilb'ZAE|O|H MMSIH BFD £ --ka option
Mg (1% Ol 272 I3 BFD M8 )

sudo docker run -u root --cap-add SYS_ADMIN --restart unless-stopped --privileged --entrypoint
"/root/loxilb-io/loxilb/loxilb" -dit -v /dev/log:/dev/log --net=host --name loxilb ghcrio/loxilb-

io/loxilb:latest
e ‘loxicmd’ AFEZS QT ‘loxilb’ HOIE A&
sudo docker exec -it loxilb bash

o ‘loxilb’7t ME3tE ‘loxicmd” HHOE &% =& 1t

i
L]

### loxicmd HO|E &3l LB, Endpoint, Policy S2 2% (0il):

loxicmd create Ib 192.168.1.9 --tcp=80:8080 --endpoints=10.0.0.1:1
loxicmd create Ib 192.168.1.9 --tcp=80:30458 --endpoints=192.168.1.31:1,192.168.1.32:1 --monitor

‘loxil> TEH|O|L| HH = HEiet H=A 27 A ot 21 =l FFo HS:

www.netlox.io 49



docker ps | grep loxilb
docker logs loxilb

[loxilb@localhost ~]$ docker ps | grep loxilb
392ad81f856f
[loxilb@localhost ~]$ docker logs loxilb

ghcr.io/loxilb-io/loxilb:latest ~ "/root/loxilb-io/lox..." 2 weeks ago  Up 4 minutes loxilb

loxilb start

05:46:49 DEBUG loxilb_libdp.c:3506: /opt/loxilb/llb_xdp_main.o: nr O psection xdp_packet_hook
05:46:58 DEBUG loxilb_libdp.c:3272: llb_link_prop_add: IF-llb0 added idx O type 1

05:46:58 DEBUG loxilb_libdp.c:3525: setting up xdp for lIbO|xdp_packet_hook

05:46:58 DEBUG loxilb_libdp.c:3347: llb_psec_add: SEC-tc_packet_hookO added idx O

05:46:58 DEBUG loxilb_libdp.c:3506: /opt/loxilb/llb_ebpf_main.o: nr 0 psection tc_packet_hook0
05:46:58 INFO common_libbpf.c:121: tc: bpf attach start for [Ib0:0

05:46:58 ERROR common_libbpf.c:141: tc: no obj for pinpath /opt/loxilb/dp/bpf/llb_ebpfrodata
05:46:58 DEBUG common_libbpf.c:161: tc: autoload sec tc_packet_hookl prog tc_packet_func
05:46:58 DEBUG common_libbpf.c:161: tc: autoload sec tc_packet_hook2 prog tc_packet_func_slow
05:46:58 DEBUG common_libbpf.c:161: tc: autoload sec tc_packet_hook3 prog tc_packet_func_fw
05:46:58 DEBUG common_libbpf.c:161: tc: autoload sec tc_packet_hook4 prog tc_csum_funct
05:46:58 DEBUG common_libbpf.c:161: tc: autoload sec tc_packet_hook5 prog tc_csum_func2
05:46:58 DEBUG common_libbpf.c:161: tc: autoload sec tc_packet_hooké prog tc_slow_unp_func
05:46:58 DEBUG common_libbpf.c:161: tc: autoload sec tc_packet_hook7 prog tc_packet_func_masq
05:46:59 INFO common_libbpf.c:204: tc: bpf attach OK for 1lb0

05:46:59 DEBUG loxilb_libdp.c:3248: llb_link_prop_add: IF-IlbO ref idx 0:1 type 2

2025-04-22 05:46:59 ebpf unload - lo

libbpf: Kernel error message: Cannot find specified qdisc on specified device
2025-04-22 05:46:59 ebpf unload - dockerO

libbpf: Kernel error message: Cannot find specified qdisc on specified device
05:46:59 ERROR common_libbpf.c:94: tc: bpf hook destroy failed for docker0:0
2025/04/22 05:47:00 Serving loxilb rest API at http://[:]:11111

2025-04-22 05:47:02 nlp:
2025-04-22 05:47:02 nlp:
2025-04-22 05:47:02 nlp:
2025-04-22 05:47:02 nlp:
2025-04-22 05:47:02 nlp:
2025-04-22 05:47:02 nlp: Getting device info

2025-04-22 05:47:02 nlp: ADD dev docker0 mac([46 234 67 17 110 75]) attrs(&{3 1500 O docker0 2e:ea:43:11:6e:4b up|broadcast|multica
st 4099 0 0 <nil> 0xc00274cf00 0 0 1 0xc0049c76c8 ether <nil> down 0 -1 1 1 65536 65535 [] 0 <nil>}) - info recvd

2025-04-22 05:47:02 port add - docker0 isPvid false

Link msgs subscribed

Addr msgs subscribed
Neigh msgs subscribed
Route msgs subscribed

NLP Subscription done

2025-04-22 05:47:02
2025-04-22 05:47:02
2025-04-22 05:47:02
2025-04-22 05:47:02
ast 69699 0 0 <nil>
2025-04-22 05:47:02
2025-04-22 05:47:02
2025-04-22 05:47:02
2025-04-22 05:47:02
2025-04-22 05:47:02
2025-04-22 05:47:02
st 4099 0 0 <nil>

2025-04-22 05:47:02
2025-04-22 05:47:02
99 0 0 <nil>
2025-04-22 05:47:02
2025-04-22 05:47:02
2025-04-22 05:47:02
2025-04-22 05:47:02
2025-04-22 05:47:02

port added - docker0:1 OSID 3

vlan 4090 bd created

nlp: Bridge docker0, 4090, [46 234 67 17 110 75], false, 1500 ADD [OK]

nlp: ADD dev ens160 mac([0 12 41 223 240 137]) attrs(&{2 1500 1000 ens160 00:0c:29:df:f0:89 up|broadcast|multic
0xc00274d440 0 0 1 0xc0049c78c0 ether <nil> up 0 -1 2 2 65536 65535 [] O <nil>}) - info recvd

port add - vlan3802 isPvid false

port added - vlan3802:3 OSID -1

vlan 3802 bd created

port added - ens160:2 OSID 2

nlp: Port ens160, [0 12 41 223 240 137], true, 1500 add [OK]

nlp: ADD dev docker0 mac([46 234 67 17 110 75]) attrs(8&{3 1500 O dockerO 2e:ea:43:11:6e:4b up|broadcast|multica

0xc00274d5c0 0 0 1 0xc0049c78d8 ether <nil> down 0 -1 1 1 65536 65535 [] 0 <nil>}) - info recvd

nlp: Bridge docker0, 4090, [46 234 67 17 110 75], false, 1500 ADD [OK]
nlp: ADD dev [Ib0 mac([0 0 202 254 250 206]) attrs(&{4 1500 1000 lIb0 00:00:ca:fe:fa:ce up|broadcast|multicast 696

0xc00274d740 0 0 1 0xc0049c78f0 ether <nil> unknown 0 -1 1 1 65536 65535 [] O <nil>}) - info recvd

port add - vlan3804 isPvid false

port added - vlan3804:5 OSID -1

vlan 3804 bd created

port added - Ilb0:4 OSID 4

nlp: Port IIb0, [0 O 202 254 250 206], true, 1500 add [OK]

www.netlox.io

50



2025-04-22 05:47:02 rt added - 127.0.0.0/8:root mark:

2025-04-22 05:47:02 rt added - 127.0.0.1/32:root mark:

2025-04-22 05:47:02 ifa added 127.0.0.1:lo

2025-04-22 05:47:02 nlp: IPv4 Address 127.0.0.1/8 Port lo added

2025-04-22 05:47:02 rt added - ::1/128:root mark:

2025-04-22 05:47:02 ifa added :1:lo

2025-04-22 05:47:02 nlp: IPv4 Address ::1/128 Port lo added

2025-04-22 05:47:02 rt added - 192.168.191.0/24:root mark:

2025-04-22 05:47:02 rt added - 192.168.191.137/32:root mark:

2025-04-22 05:47:02 ifa added 192.168.191.137:ens160

2025-04-22 05:47:02 nlp: IPv4 Address 192.168.191.137/24 Port ens160 added
2025-04-22 05:47:02 rt added - fe80:/64:root mark:

2025-04-22 05:47:02 rt added - fe80:/32:root mark:

2025-04-22 05:47:02 ifa added fe80::20c:29ff:fedf:f089:ens160

2025-04-22 05:47:02 nlp: IPv4 Address fe80::20c:29ff:fedf:f089/64 Port ens160 added
2025-04-22 05:47:02 neigh rtpair - 192.168.191.1/32->192.168.191.1
2025-04-22 05:47:02 rt added - 192.168.191.1/32:root mark:1

2025-04-22 05:47:02 added fdb ent, {[0 80 86 192 0 8] 3802} : health(true)

2. BFD(Bi-directional Forwarding Protocol) H& HA T4 ‘loxilb’ A%]

‘LoxiLB Enterprise’2| BFD(Birectional Forwarding Detection) 7|52 17H27d( HA)
SHE0IAM 1= O[LHe| wiHE o ZX|Qt Atz2tot O =X|E X[RSHY AMH|A
ALH S HEots 922 Lok

‘LoxiLB Enterprise’= BFD X|&Z2 <8l 2 CHO| ‘loxilb’ Z[7]|(0dl: Active ‘loxilb’,
Backup 'loxilb)E &3t 7|7| Zto| BFD MME HEstD MZo AEHE AA|
{2 DL EHZSIH FOoHE AMESHA ZX|Sta, Tof 2 Al X522 MER
OFAE loxilb'E MESHO] MH|A SEHS Z| AL CE (‘loxilb’ A& Al --cluster,

--self, --ka =7t S8 AHE)
Of2il= Master ‘loxilb'@F Backup ‘loxilb'2| A& O A L|Ct,

e In first VM(or Bare metal), run Master ‘loxilb’ as:

docker run -u root --cap-add SYS_ADMIN --restart unless-stopped --privileged -dit -v
/dev/log;/dev/log --net=host --name bfd ghcrio/loxilb-io/loxilb:latest --cluster=192.168.1.91 --
self=0 --ka=192.168.1.91:192.168.1.81

e In second VM(or Bare metal), run Backup ‘loxilb" as:
docker run -u root --cap-add SYS_ADMIN --restart unless-stopped --privileged -dit -v

/dev/log:/dev/log --net=host --name bfd ghcrio/loxilb-io/loxilb:latest --cluster=192.168.1.81
self=1 --ka=192.168.1.81:192.168.1.91
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Active Backu
‘loxilb’ Bl

&
©

K8s Cluster 1 P K8s Cluster 2

kube-loxilb kube-loxilb
Active Backup ;

TE/ 7. HAS/ BFD A& 74

HA S%F 2012 28t 280 = Of2ffel Z0| ‘Master(192.168.1.70)2t Worker =
1.71, 192.168.1.72) T+822 ‘loxilb'(192.168.1.75)H A5l =tolst

‘ Active K8s Backup K8s
Cluster Master @ Cluster Master
192.168.1.80 Y 192.168.1.90
@ kube-loxilb kube-loxilb @

. B 7
) B 10
. o> .
K8s Worker (il : & t. 2\ node K8s Worker
; ___________ J
3 ot N, _Management ., >
L _loxilb 1 _J Backup | SILEI»

vIP: 192.168.1.99 ‘ vIP: 192.168.1.99
192.168.1.81 T :

@

& 8 HA 7/& BoIE /3 K8s A& (71 IP =2 viPE X/ FEIL/CH)

192.168.1.91
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Ot2f= BFDEXE3IM 2749 MH|A (TCP Port: 55001/55002)& Al&st Active
K8s Master ‘loxilb’S| HEHRILICE 2|52 FHO ‘ip a2 7HIP(VIP) 192.168.1.997}
HMEE AZ 2ol = UEFLICEH (MH[A MY Al 2212 ?I5+H0 ‘loxicmd get ct

-o wide’ B2 vIP HHYMO| FIRES =QIgLCt)

ml
]

root@activeloxilb:/# loxicmd get Ib —o wide

| EXT IP | SEC IPS | SOURCES | HOST | PORT | PROTO | NAME | MARK | SEL | MODE | ENDPOINT | EPORT | WEIGHT | STATE | COUNTERS |
| | : Sy F : [ | : |
| 192.168.1.99 | | | | 55001 | tcp | default_web-servicel:llb-inst0 | 0| rr | onearm | 192.168.1.80 | 30523 | 1] - | 0:0 |
| 192.168.1.99 | | | | 55002 | tcp | default_web-service2:|lb-inst0 | 0| rr | onearm | 192.168.1.90 | 31088 | 1| active | 0:0 |
root@activeloxilb:/# ip a
1: lo: <LOOPBACK, UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Ift forever preferred |ft forever
inet 192.168.1.99/32 scope global lo
valid_Ift forever preferred I|ft forever
inet6 ::1/128 scope host noprefixroute
valid_Ift forever preferred |ft forever
2: ens33: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 qdisc fq codel state UP group default glen 1000
link/ether 00:0c:29:3e:14:72 brd ff:ff:ff:ff:ff:ff
altname enp2si
inet 192.168.1.81/24 brd 192.168.1.255 scope global ens33
valid_Ift forever preferred |ft forever
inet6 fe80::20c:29ff:fe3e:1472/64 scope |ink
valid_Ift forever preferred I|ft forever
3: docker0: <NO-CARRIER, BROADGAST, MULTICAST, UP> mtu 1500 qdisc noqueue state DOWN group default
link/ether 02:42:47:66:cd:4f brd ff:ff:ff:ff:ff:ff
inet 172.17.0.1/16 brd 172.17.255. 255 scope global docker0
valid_Ift forever preferred |ft forever
4: 11b0: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 xdpgeneric/id:296 qdisc fq_codel state UP group default glen 1000
link/ether 00:00:ca:fe:fa:ce brd ff:ff:ff:ff:ff:ff
inet6 fe80::6035:ff:felc:d329/64 scope |ink
valid_Ift forever preferred I|ft forever
root@activeloxilb:/# loxicmd get ct —o wide
| SERVICE NAME | DESTIP | SRCIP | DPORT | SPORT | PROTO | IDENT | STATE | ACT | PACKETS | BYTES |
| : e e B -] | -1
| default_web-servicel:|lb-inst0 | 192.168.1.81 | 192.168.1.80 | 55873 | 30523 | tcp | 0:0 | est | fsnat-192.168.1.99,192.168.1.103:55001:w0 | 11 52 |
| default_web-servicel:|lb-inst0 | 192.168.1.81 | 192.168.1.80 | 55874 | 30523 | tcp | 0:0 | est | fsnat-192.168.1.99,192.168.1.103:55001:w0 | 11 52 |
| default_web-servicel:|lb-inst0 | 192.168.1.81 | 192.168.1.80 | 55875 | 30523 | tcp | 0:0 | est | fsnat-192.168.1.99,192.168. 1. 103:55001:w0 | 3| 346 |
| default_web-servicel:|lb-inst0 | 192.168.1.99 | 192.168.1.103 | 55001 | 55873 | tcp | 0:0 | est | fdnat-192.168.1.81,192.168.1.80:30523:w0 | 2| 92 |
| default_web-servicel:|lb-inst0 | 192.168.1.99 | 192.168.1.103 | 55001 | 55874 | tcp | 0:0 | est | fdnat-192.168.1.81,192.168.1.80:30523:w0 | 2| 92 |
| default_web-servicel:|Ib-inst0 | 192.168.1.99 | 192.168.1.103 | 55001 | 55875 | tcp | 0:0 | est | fdnat-192.168.1.81,192.168.1.80:30523:w0 | 41 769 |

root@activeloxilb:/# loxicmd get bfd -o wide
| INSTANCE | REMOTEIP |  SOURCEIP | PORT | INTERVAL | RETRY COUNT | STATE |
I

|

| Ilb-inst0 | 192.168.1. 91 | 192.168.1.81 | 3784 | 100000 us | 3 | BFDUp |
root@activeloxilb:/# loxicmd get ha —o wide

| INSTANCE | HASTATE |

—|

| I1b-inst0 | MASTER |

Of2fl= BFDEX 850 AMH|AE MWD Backup& K8s Master ‘loxilb'2| AHEH L
FEHO| T

Ct. (BFDE AM23IH HAE Backup MENO|1, viPE EESIX| ARAEL|CH)

root@backuploxilb:/# loxicmd get Ib —o wide

| EXT IP | SEC IPS | SOURCES | HOST | PORT | PROTO | NAVE | MARK | SEL | MODE | ENDPOINT | EPORT | WEIGHT | STATE | COUNTERS |
| : | |1 | : e ' [ | | |
| 192.168.1.99 | | | | 55001 | tcp | default_web-servicel:llb-inst0 | 0| rr | onearm | 192.168.1.80 | 30523 | 1] - | 0:0 |
| | | | | | | | | | 192.168.1.90 | 30256 | (= | 0:0 |
| 192.168.1.99 | | | | 55002 | tcp | default_web-service2:|lb-inst0 | 0| rr | onearm | 192.168.1.80 | 31776 | 1| active | 0:0 |
| | | | | | | | | | | 192.168.1.90 | 31088 | 1| active | 0:0 |
root@backuploxilb:/# ip a
1: lo: <LOOPBACK, UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
| ink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Ift forever preferred_ |ft forever
inet6 ::1/128 scope host noprefixroute
valid_Ift forever preferred_ |ft forever
2: ens33: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
link/ether 00:0c:29:d1:05:ef brd ff:ff:ff:ff:ff:ff
altname enp2si
inet 192.168.1.91/24 brd 192.168. 1. 255 scope global ens33
valid_Ift forever preferred_ |ft forever
inet6 fe80::20c:29ff:fedl:5ef/64 scope |ink
valid_Ift forever preferred_ |ft forever
3: docker0: <NO-CARRIER, BROADCAST, MULTICAST, UP> mtu 1500 gdisc noqueue state DOWN group default
link/ether 02:42:d6:87:5¢:e8 brd ff:ff:ff:ff:ff:ff
inet 172.17.0.1/16 brd 172.17. 255. 255 scope global docker0
valid_Ift forever preferred_ |ft forever
4: 11b0: <BROADCAST, MULTICAST, UP, LOWER _UP> mtu 1500 xdpgeneric/id:270 qdisc fq _codel state UP group default glen 1000
link/ether 00:00:ca:fe:fa:ce brd ff:ff:ff:ff:ff:ff
inet6 fe80::a478:d5ff:fef7:b35f/64 scope |ink
valid_Ift forever preferred_ |ft forever
root@backuploxilb:/# loxicmd get ct —o wide
SERVICE NAME | DESTIP | SRCIP

DPORT | SPORT | PROTO | IDENT | STATE | ACT | PACKETS | BYTES |
__| : —
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root@backuploxilb:/# loxicmd get ha —o wide
| INSTANCE | HASTATE |

| 11b-inst0 | BACKUP

Note

Uut Ol SHAO|A BF
UZLICH (LoxilB' 7|

| = 192.168.1.81 | 192.168.1.91 | 43991 | 3784

| default_web-service2 192.168.1.91 | 192.168.1.80 | 57266 | 31776

| default_web-service2 192.168.1.91 | 192.168.1.80 | 57267 | 31776

| = 192.168.1.91 | 192.168.1.81 | 3784 | 43991

| default_web-servicel 192.168.1.91 | 192.168.1.90 | 57263 | 30256

| default_web-servicel 192.168.1.91 | 192.168.1.90 | 57264 | 30256

| default_web-servicel 192.168. 1. 192.168.1.90 | 57265 | 30256

| default_web-servicel 192.168. 1. 192.168.1.103 | 55001 | 57263

| default_web-servicel 192.168. 1. 192.168.1.103 | 55001 | 57264

| default_web-servicel 192.168. 1. 192.168.1.103 | 55001 | 57265

| default_web-service2 192.168. 1. 192.168.1.103 | 55002 | 57266

| default_web-service2 192.168. 1. 192.168.1.103 | 55002 | 57267
root@backuploxilb:/# loxicmd get bfd -o wide

| INSTANCE | REMOTEIP | SOURCEIP | PORT | INTERVAL | RETRY COUNT | STATE |
| | | | | |
| Ilb-inst0 | 192.168.1.81 | 192.168.1.91 | 3784 | 100000 us | 3 | BFDUp |

A

| udp-est |

| est
| est

| udp-est |

| est
| est
| est
| est
| est
| est
| est
| est

. 168.
. 168.

. 168.
. 168.
. 168.
. 168.
. 168.
. 168.
. 168.
. 168.

.99,192.
.99,192.

.99,192.
.99,192.
.99,192.
.91,192.
.91,192.
.91,192.
.91,192.
.91,192.

168.
168.

168.
168.
168.
168.
168.
168.
168.
168.

103:55002:w0
103:55002:w0

103:55001:w0
103:55001:w0
103:55001:w0
90:30256 :w0
90:30256 :w0
90:30256 :w0
80:31776:w0
80:31776:w0
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Backupil Active ‘loxilb’0l A K8sO|AM X|7dot MH[AQ| TCP Port Hz &S =

RISt HEHEIR MM MHAE AHZATHL|CH
docker exec —ti loxilb loxicmd get Ib —o wide
Of2f= Backup'loxilb’?| M-E&El LB FL|Ct,

root@backuploxilb:/# loxicmd get Ib —o wide

| EXT IP | SEC IPS | SOURCES | HOST | PORT | PROTO | NAME | MARK | SEL | MODE | ENDPOINT | EPORT | WEIGHT | STATE | COUNTERS |
| | | == | | (S |——I | (===l | | |
| 192.168.1.99 | | | | 55001 | tcp | default_web-servicel:llb-inst0 | O | rr | onearm | 192.168.1.80 | 30523 | 1] - | 0:0 |
| | | | | | | | | | | 192.168.1.90 | 30256 | 1] - | 0:0 |
| 192.168.1.99 | | | | 55002 | tcp | default_web-service2:|lb-inst0 | 0| rr | onearm | 192.168.1.80 | 31776 | 1| active | 0:0 |
| | | | | | | | | | | 192.168.1.90 | 31088 | 1 | active | 0:0 |

Of2f= Active ‘loxilb'] HEEl (B HAQIL|CH

root@activeloxilb:/# loxicmd get Ib —o wide

| EXT IP | SEC IPS | SOURCES | HOST | PORT | PROTO | NAME | MARK | SEL | MODE | ENDPOINT | EPORT | WEIGHT | STATE | COUNTERS |

Jd 1 | || I | lo=e= [—— | | —— | | |

] 1
:l 192.168.1.99 | | | | 55001 | tep | default_web-servicel:|lb-inst0 | 0| rr | onearm | 192.168.1.90 | 30256 | 1 | active | 25:2267 | :
II 192.168.1.99 | | | | 55002 | tcp | default_web-service2:|lb-inst0 | 0| rr | onearm | 192.168.1.80 | 31776 | 1| active | 0:0 | j
L

1
& O A XHIX S 192.168.1.9

welcome B @ Welcome tonginx! X X Bels = (] X

& O A XHAN PR 192.168.1.99:55001

L)
e
(T}
)

3

If you see this page, 1
working. Further confi

Welcome to nginx!

For online documenta

: 9|
EOm e Seppony If you see this page, the nginx web server is successfully installed and

Thank you for using . Working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

TE2 9 HA’' BlZY AHIA ZX+ B0/

HA 7|5 =212 QI8 Active ‘loxilb'E stop (sudo docker stop loxilb) StO{ &= At
Xt CHH7I0AM HEZIRME MH[AE Totsin X5t A8 =l o)
(ZF AlO| Backup K8s S2{2H QIZZ0| Y MH[AE AASHY THEY ™£

=2 4
= AMESH Z4HQ HA 7|52 &gt

rn
I

OtEl= Active ‘loxilb’ ZIHIO|IHE2 HX|(Stop) =0 BFD $1Z AEf chEx}
Backup 'loxilb’ ZAH|O|H 2| &EH7F MASTERZ Bizt=l S ofafet 20| =olgt =+
UAELICE
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loxilb@backuploxilb:~$ sudo docker exec -it bfd bash
[sudo] password for loxilb:

root@backuploxilb:/# ip a
1: lo: <LOOPBACK,UPLOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Ift forever preferred_Ift forever
inet 192.168.1.99/32 scope global lo
valid_Ift forever preferred_|ft forever
inet6 ::1/128 scope host noprefixroute
valid_Ift forever preferred_Ift forever
2: ens33: <BROADCAST,MULTICAST,UPLOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
link/ether 00:0c:29:d1:05:ef brd ff:ff:ff:ff:ff:ff
altname enp2s1
inet 192.168.1.91/24 brd 192.168.1.255 scope global ens33
valid_Ift forever preferred_Ift forever
inet6 fe80:20c:29ff:fed1:5ef/64 scope link
valid_Ift forever preferred_|ft forever
3: docker0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOWN group default
link/ether 02:42:d6:87:5c:e8 brd ff:ff:ff:ff:ff:ff
inet 172.17.0.1/16 brd 172.17.255.255 scope global docker0
valid_Ift forever preferred_Ift forever
4: llb0: <BROADCAST,MULTICAST,URLOWER_UP> mtu 1500 xdpgeneric/id:270 qdisc fq_codel state UP group default glen 1000
link/ether 00:00:ca:fe:fa:ce brd ff:ff:ff:ff:ff:ff
inet6 fe80::a478:d5ff:fef7:b35f/64 scope link
valid_Ift forever preferred_Ift forever
root@backuploxilb:/# loxicmd get ha -o wide
| INSTANCE | HASTATE |
e ]
| llo-inst0 | MASTER |
root@backuploxilb:/# loxicmd get bfd -o wide

| INSTANCE | REMOTEIP | SOURCEIP | PORT | INTERVAL | RETRY COUNT | STATE |

I I I [l I I I

| llb-inst0 | 192.168.1.81 | 192.168.1.91 | 3784 | 100000 us | 3 | BFDDown |

root@backuploxilb:/# loxicmd get Ib -o wide

| EXTIP | SEC IPS | SOURCES | HOST | PORT | PROTO | NAME | MARK | SEL | MODE | ENDPOINT | EPORT | WEIGHT | STATE | COUNTERS |
| | | | | | | | | | | | | | | |

I I I I I I I I I I I I I I I I

| 192.168.1.99 | | | | 55001 | tcp | default_web-servicel:llb-inst0 | O | rr | onearm | 192.168.1.80 | 30523 | 1] - | 0:0 |

| | | | | | | | | | 192.168.1.90 | 30256 | 1] - | 00 |
| 192.168.1.99 | | | | 55002 | tcp | default_web-service2:llb-inst0 | 0 | rr | onearm | 192.168.1.80 | 31776 | 1| active | 0:0 |

| | | | | | | | | | 192.168.1.90 | 31088 | 1 | active | 0:0 |

root@backuploxilb:/# loxicmd get ct -o wide

| SERVICE NAME | DESTIP | SRCIP | DPORT | SPORT | PROTO | IDENT | STATE | ACT | PACKETS | BYTES |
| | | I | [ I [ | | | |

| default_web-service2:llb-inst0 | 192.168.1.81 | 192.168.1.80 | 61127 | 31776 | tcp | 0:0 | est | fsnat-192.168.1.99,192.168.1.103:55002:w0 | 1] 52 |

| default_web-service2:llb-inst0 | 192.168.1.81 | 192.168.1.80 | 61128 | 31776 | tcp | 0:0 | est | fsnat-192.168.1.99,192.168.1.103:55002:w0 | 1] 52 |

| default_web-serviceT:llb-inst0 | 192.168.1.81 | 192.168.1.90 | 61118 | 30256 | tcp | 0:0 | est | fsnat-192.168.1.99,192.168.1.103:55001:w0 | 1] 52 |

| default_web-serviceT:llb-inst0 | 192.168.1.81 | 192.168.1.90 | 61119 | 30256 | tcp | 0:0 | est | fsnat-192.168.1.99,192.168.1.103:55001:w0 | 1] 52 |

| - | 192168181 | 192168191 | 0| 0 |icmp |00 | closed | | o] 0]
| - | 192168191 | 192168181 | 0| 0 |icmp |00 | closed | | 48 | 3840 |
| default_web-servicel:llb-inst0 | 192.168.1.99 | 192.168.1.103 | 55001 | 61118 | tcp | 0:0 | est | fdnat-192.168.1.81,192.168.1.90:30256:w0 | 2| 92|

| default_web-servicel:llb-inst0 | 192.168.1.99 | 192.168.1.103 | 55001 | 61119 | tcp | 0:0 | est | fdnat-192.168.1.81,192.168.1.90:30256:w0 | 2| 92|

| default_web-service2:llb-inst0 | 192.168.1.99 | 192.168.1.103 | 55002 | 61127 | tcp | 0:0 | est | fdnat-192.168.1.81,192.168.1.80:31776:w0 | 2| 92|

| default_web-service2:llb-inst0 | 192.168.1.99 | 192.168.1.103 | 55002 | 61128 | tcp | 0:0 | est | fdnat-192.168.1.81,192.168.1.80:31776:w0 | 2| 92|

root@backuploxilb:/#
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Chapter 05. &H| s{Z

How to debug and troubleshoot
=N ZdAl S Aot HWEE2 olF 2FLICL

o d=— [=NeN=|

loxilb 2| DockerZiE|O|L{L} Pod7} Running HEHZ QtE|LtR?

= O
» HEUHFEE 20IS] FM 2. loxilbe= %A kernel version 5.8 2 11 0|4t

b= SHLE O|O[X|E MEHM=R| = =M K.

|

"kubectl get svc" I externallP 7} pending 0| &L|C}
1) EOM LoxilbE Al THEHIY:

« Solution:
o kube-loxilb.yaml0| & loxiURLO| F=27 ZH
o kube-loxilb(master node)2t loxilb nodeZt Eé‘% 20l Hx)\ﬂg

2) in-cluster2 LoxilbS AHEHy:
« Solution: loxilb pod?} SHIEA & & QX =Ql5{FAM K.

3) £ A70| "nodekubernetes.io/exclude-from-external-load-balancers"
7t FAE[O A=K ZHelsiF=M .

« Solution: 2FeF JACHH, Loxilb?Zt endpointZt =X 2 L|"kubect! edit
W<node-name>"g2 SHA X|YFAH &

4) '=E service.yaml0| loadBalancerClass@t typeO| SH=X| SOISIFAN L.

spec: loadBalancerClass: loxilb. io/loxilb type: LoadBalancer
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loxilb log 22I5}7]

loxilbo = Ciet OJIE S Z X[t L& S22 /var/log/loxilb.log0ll A& gL|Ct.
tail -f L} {dtl= HAMEE SoijA 2ol 7tseL|Ct,

root@752531364e2c: /# tail -f /var/log/loxilb. log

DBG: 2022/07/10 12:49:27 1:dst-10. 10. 10. 1/32, proto-6, dport-2020, , do—dnat:eip-31. 31.31. 1, ep—
5001, w-1, al ive|eip—32. 32. 32. 1, ep-5001, w-2, al ive|eip-100. 100. 100. 1, ep—5001, w2, al ive| pc 0 bc 0

DBG: 2022/07/10 12:49:37 1:dst-10.10. 10. 1/32, proto—-6, dport-2020, , do—dnat:eip—31.31. 31. 1, ep—
5001, w-1, al ive|eip—32. 32. 32. 1, ep-5001, w-2, al ive|eip-100. 100. 100. 1, ep—5001, w—2, al ive| pc 0 bc 0

DBG: 2022/07/10 12:49:47 1:dst-10.10. 10. 1/32, proto—6, dport-2020, , do—dnat:eip—31.31. 31. 1, ep—
5001, w1, al ive|eip-32. 32. 32. 1, ep-5001, w-2, al ive|eip-100. 100. 100. 1, ep-5001, w—2, al ive| pc 0 bc 0

DBG: 2022/07/10 12:49:57 1:dst-10. 10. 10. 1/32, proto-6, dport-2020, , do—dnat:eip-31.31.31. 1, ep—
5001, w1, al ive|eip-32. 32. 32. 1, ep-5001, w-2, al ive|eip-100. 100. 100. 1, ep-5001, w—2, al ive| pc 0 bc 0

DBG: 2022/07/10 12:50:07 1:dst-10.10. 10. 1/32, proto-6, dport-2020, , do—dnat:eip-31.31.31. 1, ep—
5001, w-1, al ive|eip—32. 32. 32. 1, ep-5001, w-2, al ive|eip-100. 100. 100. 1, ep—5001, w2, al ive| pc 0 bc 0

DBG: 2022/07/10 12:50:17 1:dst-10. 10. 10. 1/32, proto-6, dport-2020, , do—dnat:eip-31.31.31. 1, ep—
5001, w-1, al ive|eip—32. 32. 32. 1, ep-5001, w-2, al ive|eip-100. 100. 100. 1, ep—5001, w2, al ive| pc 0 bc 0

DBG: 2022/07/10 12:50:27 1:dst-10.10. 10. 1/32, proto—-6, dport-2020, , do—dnat:eip—31.31. 31. 1, ep—
5001, w1, al ive|eip-32. 32. 32. 1, ep-5001, w-2, al ive|eip-100. 100. 100. 1, ep-5001, w—2, al ive| pc 0 bc 0

DBG: 2022/07/10 12:50:37 1:dst-10.10. 10. 1/32, proto—-6, dport-2020, , do—dnat:eip—31.31. 31. 1, ep—
5001, w1, al ive|eip-32. 32. 32. 1, ep-5001, w-2, al ive|eip-100. 100. 100. 1, ep-5001, w—2, al ive| pc 0 bc 0

DBG: 2022/07/10 12:50:47 1:dst-10. 10. 10. 1/32, proto-6, dport-2020, , do—dnat:eip-31.31.31. 1, ep—
5001, w-1, al ive|eip—32. 32. 32. 1, ep-5001, w-2, al ive|eip-100. 100. 100. 1, ep—5001, w2, al ive| pc 0 bc 0

DBG: 2022/07/10 12:50:57 1:dst-10. 10. 10. 1/32, proto-6, dport-2020, , do—dnat:eip-31.31.31. 1, ep—
5001, w-1, al ive|eip—32. 32. 32. 1, ep-5001, w-2, al ive|eip-100. 100. 100. 1, ep—5001, w2, al ive| pc 0 bc 0

loxicmd £ E3t loxilb2] W5 HE C|HZA

#Hit Spawn a bash shell of loxilb docker
docker exec —-it loxilb bash

root@752531364e2¢: /# loxicmd get Ib
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| EXTERNALIP | PORT | PROTOCOL | SELECT | # OF ENDPOINTS |

I I I I I I
| 10.10.10.1 | 2020 | tcp | 0| 3|

root@752531364e2¢: /# loxicmd get Ib —o wide
| EXTERNALIP | PORT | PROTOCOL | SELECT | ENDPOINTIP

| TARGETPORT | WEIGHT |
I
0 31.31.31.1 | 5001 |
I
I

I
[ 10.10.10.1 | 2020 | tcp | 1|
| | | | | 32.32.32.1 5001 | 2|
| | | | | 100.100. 100. 1 5001 | 2 |

root@0c4f9175¢983: /# loxicmd get conntrack

| DESTINATIONIP | SOURCEIP | DESTINATIONPORT | SOURCEPORT | PROTOCOL | STATE | ACT |
| | | | | | | |
| 127.0.0.1 | 127.0.0.1 | 11111 | 47180 | tep | closed-wait | |
| 127.0.0.1 | 127.0.0.1 | 11111 | 47182 | top | est | |
| 32.32.32.1 | 31.31.31.1 | 35068 | 35068 | icmp | bidir |
root@65ad9b2f1b7f: /# loxicmd get port

| INDEX | PORTNAME | MAC | LINK/STATE | L3INFO | L2INFO |

| | | | | | |

| 1] lo | 00:00:00:00:00:00 | true/false | Routed: false | IsPVID: true

| | | | | IPv4 : [] | VID : 3801 |

| | | | | IPv6 : [] | |

| 2 | vlan3801 | aa:bb:cc:dd:ee:ff | true/true | Routed: false | IsPVID: false |

| | | | | IPv4 : [] | VID : 3801 |

| | | | | IPv6 : [] | |

| 3| 11b0 | 42:6e:9b:7f:ff:36 | true/false | Routed: false | IsPVID: true |

I I I I | 1Pv4 : [] | vID : 3803 |

| | | | | 1Pv6 : [] I |

| 4 | vlan3803 | aa:bb:cc:dd:ee:ff | true/true | Routed: false | IsPVID: false |

I I I I | 1Pv4 : [] | vID : 3803 |

| | | I | 1Pv6 : [] I |

| 5 | etho | 02:42:ac:1e:01:¢1 | true/true | Routed: false | IsPVID: true |

I I I I | 1Pv4 : [] | vID : 3805 |

| | | I | 1Pv6 : [] I |

| 6 | vlan3805 | aa:bb:cc:dd:ee:ff | true/true | Routed: false | IsPVID: false |

I I I I | IPv4 : [] | VID : 3805 |

| | | | | 1Pv6 : [] I |

| 7 | enpl | fe:84:23:ac:41:31 | false/false | Routed: false | IsPVID: true

I I I I | IPv4 : [] | VID : 3807 |

I I I I | 1Pv6 @ [] I I

| 8 | vlan3807 | aa:bb:cc:dd:ee:ff | true/true | Routed: false | IsPVID: false |

I I I I | IPv4 : [] | VID : 3807 |

I I I I | 1Pv6 @ [] I I

| 9 | enp2 | d6:3c:7f:9e:58:5¢ | false/false | Routed: false | IsPVID: true |

I I I I | IPv4 : [] | VID : 3809 |

I I I I | 1Pv6 @ [] I I

| 10 | vlan3809 | aa:bb:cc:dd:ee:ff | true/true | Routed: false | IsPVID: false |
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I I I I | IPv4 : [] | VID : 3809 |
I I I I | 1Pv6 @ [] I I
| 11 | enp2vl5 | 8a:9e:99:aa:f9:c3 | false/false | Routed: false | IsPVID: true |
I I I | | IPv4 : [] | VID : 3811 |
I I I | | IPV6 : [] | |
| 12 | vlan3811 | aa:bb:cc:dd:ee:ff | true/true | Routed: false | IsPVID: false |
I I I I | 1Pv4 : [] | viD : 3811 |
I I I | | IPV6 : [] | |
| 13 | enp3 | f2:¢7:4b:ac:fd:3e | false/false | Routed: false | IsPVID: true |
I I I I | 1Pv4 : [] | viD : 3813 |
| | | I | 1Pv6 : [] I |
| 14 | vlan3813 | aa:bb:cc:dd:ee:ff | true/true | Routed: false | IsPVID: false |
I I I I | 1Pv4 : [] | viD : 3813 |
| | | I | 1Pv6 : [] I |
| 15 | enp4 | 12:d2:¢3:79:f3:6a | false/false | Routed: false | IsPVID: true |
I I I I | 1Pv4 : [] | vID : 3815 |
| | | I | 1Pv6 : [] I |
| 16 | vlan3815 | aa:bb:cc:dd:ee:ff | true/true | Routed: false | IsPVID: false |
I I I I | 1Pv4 : [] | vID : 3815 |
I I I | | IPv6 : [] I |
| 17 | vlan100 | 56:2e:76:b2:71:48 | false/false | Routed: false | IsPVID: false |
I I I I | IPv4 : [] | VID : 100 |
| | | I | 1Pv6 : [] I |

loxilb =1} eBPF HEZHE C|HZ

loxilb = CH¥3t eBPF map2 BHS O] DP A#0| ArRELIC O] Map2 OS
filesystemOl| Pin E|O{RUO{ bpftool 1t &2 bpf A OfE2|AHo|Mo2 CiHZ 7t
Sehct,

root@0c4t9175¢983: /# |s —lart /opt/loxilb/dp/bpf/

total 0

root root 0 Jul 10 11:32 xfis

root root 0 Jul 10 11:32 xfck

root root 0 Jul 10 11:32 xctk

root root 0 Jul 10 11:32 tx_intf_stats_map
—rw———— 1 root root 0 Jul 10 11:32 tx_intf_map

-rw———- 1
1
1
1
1

—-rw———— 1 root root 0 Jul 10 11:32 tx_bd_stats_map
1
1
1
1
1

—ry———-
—rW———-
—ry———-

root root 0 Jul 10 11:32 tmac_stats_map
root root 0 Jul 10 11:32 tmac_map

root root 0 Jul 10 11:32 smac_map

root root 0 Jul 10 11:32 sess_v4_stats_map
root root 0 Jul 10 11:32 sess_v4_map

W
W
W
W
W
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root root O Jul 10 11:32 rt_v6_stats_map
root root 0 Jul 10 11:32 rt_v4_stats_map
root root 0 Jul 10 11:32 rt_v4_map

root root 0 Jul 10 11:32 polx_map

root root 0 Jul 10 11:32 pkts

root root 0 Jul 10 11:32 pkt_ring

root root 0 Jul 10 11:32 pgm_tbl

root root 0 Jul 10 11:32 nat_v4_map
—rw———— 1 root root 0 Jul 10 11:32 mirr_map

-rw——— 1
1
1
1
1
1
1
1
1

—-rw————— 1 root root 0 Jul 10 11:32 intf_stats_map
1
1
1
1
1
1
1
1
1

W
W
W
W
W
W
W

root root 0 Jul 10 11:32 intf_map

root root 0 Jul 10 11:32 fcas

root root 0 Jul 10 11:32 fc_v4_stats_map

root root 0 Jul 10 11:32 fc_v4_map

root root 0 Jul 10 11:32 dmac_map

root root 0 Jul 10 11:32 ct_v4_map

root root 0 Jul 10 11:32 bd_stats_map

root root O Jul 10 11:32 acl_v6_stats_map

—rw———— 1 root root 0 Jul 10 11:32 acl_v4_stats_map

—rw————— 1 root root 0 Jul 10 11:32 acl_v4_map

drwxrwxrwt 3 root root 0 Jul 10 11:32 .

Irwxrwxrwx 1 root root 0 Jul 10 11:32 xdp -> /opt/loxilb/dp/bpf//tc/
drwx———— 3 root root 0 Jul 10 11:32 tc

Irwxrwxrwx 1 root root 0 Jul 10 11:32 ip -> /opt/loxilb/dp/bpf//tc/

W
W
W
W
W
W
W
W

root@752531364e2c: /# bpftool map dump pinned /opt/loxilb/dp/bpf/intf_map

[{

key”: |
“ifindex”: 2,
“ing_vid”: 0,
“pad”: 0

B

“value”: |
"ca”: |

“act_type”: 11,
“ftrap”: 0,

“0if”: 0,
“eidx”: 0
B
e
“set_ifi”: {
“xdp_ifidx”: 1,
"zone”: 0,
“bd”: 3801,
“mirr”: 0,
“polid”: 0,

“r”: [0,0,0,0,0,0
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}
1
1
1A
“key”:
“ifindex”: 3,
“ing_vid”: 0,
“pad”: 0
B
“value”: |
"ca”: |
“act_type”: 11,
“ftrap”: 0,
“0if”: 0,
“cidx”: 0
B
e
“set_ifi”: {
“xdp_ifidx™: 3,
"zone”: 0,
“bd”: 3803
“mirr”: 0,
“polid”: 0,
“r”: [0,0,0,0,0,0
1
}
1
1

root@752531364e2¢c: /# bpftool map dump pinned /opt/loxi|b/dp/bpf/nat_v4_map
[{
“key”: |
“daddr”: 17435146
“dport”: 58375,
“zone”: 0,
"14proto”: 6

1,
“value”: {

"ca”: |
“act_type”: 5,
“ftrap”: 0,
“0if”: 0
“cidx”: 1

1,

“lock”™: {

“val”: 0
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1,
“nxfrm”: 3,
“sel_hint”: 0,

“sel_type”: 0,
“nxfrms”: [{

“nat_flags”: 0,
"inactive”: 0,
“wprio”: 1,
“res”: 0,
“nat_xport”: 35091,
“nat_xip”: 18816799

|
“nat_flags”: 0,
“inactive”: 0,
“wprio”: 2,
“res”: 0,
“nat_xport”: 35091,
"nat_xip”: 18882592

|
“nat_flags”: 0,
“inactive”: 0,
“wprio”: 2,
“res”: 0,
“nat_xport”: 35091,
"nat_xip”: 23356516

b
“nat_flags”: 0,
“inactive”: 1,
“wprio”: 0,
“res”: 0,
“nat_xport”: 0,
“nat_xip”: 0

b
"nat_flags”: 0,
“inactive”: 1,
“wprio”: 0,
“res”: 0,
“nat_xport™: O,
“nat_xip”: 0

b
"nat_flags”: 0,
“inactive”: 1,
“wprio”: 0,
“res”: 0,
“nat_xport”: 0,
“nat_xip”: 0

b
"nat_flags”: 0,
“inactive”: 1,
“wprio”: 0,
“res”: 0,
“nat_xport”: 0,
“nat_xip”: 0

|
“nat_flags”: 0,
“inactive”: 1,
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“wprio”: 0,
“res”: 0,
“nat_xport”: 0,
“nat_xip”: 0
b
"nat_flags”: 0,
“inactive”: 1,
“wprio”: 0,
“res”: 0,
“nat_xport™: O,
“nat_xip”: 0
|
"nat_flags”: 0,
“inactive”: 1,
“wprio”: 0,
“res”: 0,
“nat_xport™: O,
“nat_xip”: 0
|
“nat_flags”: 0,
“inactive”: 1,
“wprio”: 0,
“res”: 0,
“nat_xport”: 0,
“nat_xip”: 0
|
“nat_flags”: 0,
“inactive”: 1,
“wprio”: 0,
“res”: 0,
“nat_xport”: 0,
“nat_xip”: 0
|
“nat_flags”: 0,
“inactive”: 1,
“wprio”: 0,
“res”: 0,
“nat_xport”: 0,
“nat_xip”: 0
b
“nat_flags”: 0,
“inactive”: 1,
“wprio”: 0,
“res”: 0,
“nat_xport”: 0,
“nat_xip”: 0
b
"nat_flags”: 0,
“inactive”: 1,
“wprio”: 0,
“res”: 0,
“nat_xport™: O,
“nat_xip”: 0
b
“nat_flags”: 0,
“inactive”: 1,
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“wprio”: 0
“res”: 0
“nat_xport”: 0,
“nat_xip”: 0

eBPF #HYE 21 &9Is}7|

b |

OFX|HO 2 Linux AHE2 €4t eBPF CIH1 23E
/sys/kernel/debug/tracing/trace_pipe0| =2 L|C}. loxilb eBPF E=2 it &=
DEoM 25 MESHK| SX|TH HADY 2o 205 dste = ASLCHL

root@752531364e2c: /# cat /sys/kernel/debug/tracing/trace_pipe

lox i cmd-30524
lox i cmd-30524
loxicmd-30529

loxicmd-30529
loxicmd-30529
loxicmd-30529
loxicmd-30529

lox i cmd-30529
loxicmd-30529
sshd-30790

sshd-30790
sshd-30790
sshd-30790
sshd-30790

sshd-30790
sshd-30790
sshd-30790

=

QIE{mjo|~ &

IHHOlA~ E A YE= 3749

7 Peak, 3) ®& General 2=

[001]
[001]
[000]

[000]
[000]
[000]
[000]

[000]
[000]
[000]

[000]
[000]
[000]
[000]

[000]
[000]
[000]

d. sl
d. sl
d. sl

sl
sl
sl

U C

sl

d. sl
d. sl
d. sl

s1
sl
s1

C A gl

s1

d. sl
d. sl
d. sl

27870. 170790:
27870. 170791
27871. 617467

27871.
27871.
27871.
27871.

27871.
27811.

27970. 031866:
27970. 031868
27970. 031870:
27970. 031887

27970. 031887
27970. 031888:
27970. 031900:

= - =

617484:
617486:
617488:
617503:

617503:
617504:
27970. 031847:

Lol B A OfA
510 St 2 9

bpf_trace_printk:
bpf_trace_printk:
bpf_trace_printk:

bpf_trace_printk:
bpf_trace_printk:
bpf_trace_printk:
bpf_trace_printk:

bpf_trace_printk:
bpf_trace_printk:
bpf_trace_printk:

bpf_trace_printk:
bpf_trace_printk:
bpf_trace_printk:
bpf_trace_printk:

bpf_trace_printk:

bpf_trace_printk:
bpf_trace_printk:

SH 2UE™ 517|(diff, peak, gen)

A H

out—dir
smr 4
[CTRK] start

new-ct4
in=dir

smr 0

[CTRK] start

out—dir
smr 4
[CTRK] start

new-ct4
in—dir

smr 0

[CTRK] start

out—dir
smr 0
[CTRK] start

o2 B FLICH 1) H3}EF Difference, 2)
LICH 20 F=

—
U2EE
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TMZEU(E), MZE2(X), MZH3(X), ...

loxilb ——stat—period="10"

--stat-period:
loxicmd create statisitic 10 # 10 X 7|&E2Q| BL|EZ FE7}

[ ]
# loxicmd create statistic {A|ZH(ZX)}

# loxiomd create stat {A|ZH(ZX)}
# loxiomd create stats {A|ZFH(ZX)}

# —stat-—period
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# HBY 2ol

loxicmd get statistic difference

loxicmd get statistic diff # differnce 2 ¥
loxicmd get statistic diff —o json # HHX| 2t E7|
# WE ol

loxicmd get statistic peak

Az =l

loxicmd get statistic general

loxicmd get statistic gen # general 3} S

A

otzfje] HHMEE AtES| SFE ZLHIEZ AMANHEE = USLICH
#loxicmd delete statistic {A|ZH(X)}
#loxicmd delete stat {A|ZFH(ZX)}

#loxicmd delete stats {A|ZH(ZX)}
loxicmd delete statistic 10

LB rule 2Bl BLIEHZ 3}7|

>

LB ruleg Zx3| Al -0 wide SME Eo

H
endpoint¥ ™M&E[= packetdl byteE EOFLICL
loxicmd get Ib —o wide

conntrack 2EH EL|EZ 3}7|

conntracke ZX2|& [ packets?t bytes ZEZ &off I{zlel = AV|E & =+

A& LI

loxicmd get conntrack
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Endpoint

end-point &Ef 7tH27|

loxicmd get ep

end-point A s}7|

# loxicmd create endpoint IP [-—name=<id>] [--probetype=<probetype>] [—-
probereqg=<probereg>] [-—proberesp=<proberesp>] [—probeport=<port>] [—
period=<period>] [—retries=<retries>] loxicmd create endpoint 32.32.32.1 —

probetype=http ——probeport=8080 —period=60 ——retries=2

e IP(string): Endpoint OfO|I| FA
e name(string): Endpoint O|&

e probetype(string): ping, http, https, udp, tcp, sctp, none s

e probereq(string): http/httpse| 242 ELH&= URI F

e proberesp(string): http/https2| 4% &= StrmgQI 4

oT =

ASmOIEO| MH|A M

e probeport(int): http, https, tcp, udp, sctpl| B% L4 Port#=

e period(int): probing F7|

e retries(int): endPoint7t ZSASM X Az 3l

Endpoint’t M5 A& U= "name" O ZRSHA| %1, Loxilb?t Ats2E 0|52 EELICH
EndpointZt M5 A 15% O|Lf2 MH|AQ] &Ef7F ZEELCL (MH[ATF BI2 A=A
A gl g 5 glenz, &7 7|AZte ASUCCh siE e BE S7tsun)
=24 tol XIFEZtol et BLEZ0] ZIME LT,

Note 0| 7|E3ZH60X) E= AFEX
Endpoint?Z} H|Zd otz H

o
ole|B WREHo =2 BYoiRe 70 2
deb =ojRls et

xX=z T

ProbeZ7|7t 2t& gL Ct

1o g

UDP end-pointE F7tX|9

|

oreF yDPZt O|2| "l
loxicmd create endpoint 172.1.217.133 ——name="udpep1”

www.netlox.io

= SEOl /e d% o2t 20| AHE

S Fa3fetL|ct 2% Endpoint?t 2

YYo= HES =RARLIC:

2 LT,

——probetype=udp —
probeport=32031 —period=60 —retries=2 ——probereg="probe”

——proberesp="hel 0"

72



Al
(=]

FOI

—

Ofefet 20| 'loxicmd get ep’ HHOZ

E

i
ot

root@92bcacbbf6b8:/# loxicmd create endpoint 172.1.217. 133 —name="udpep1”
period=60 —retries=2 ——probereq="probe” —proberesp="hel |0”
Debug: response. StatusCode: 200

Success
root@92bcacbbf6b8:/# loxicmd get ep
| HOST | NAME | PTYPE | PORT

—probetype=udp —probeport=32031 —

| DURATION | RETRIES | MINDELAY | AVGDELAY | MAXDELAY | STATE |

| 172.1.217.133 | udpepl | udp:probe | 32031 | 60 | 2|

e Host: ANEZQIE |pFA
e Name: AEZQIE 0|
o ptype: &Ef =Ql0| 23t endpointEtY
e port: AEZQIE Port
e duration MEZQIE 20l F7|
e retries : A= Bl
e minDelay : ICMPI{ZlQ| X|A X|HZ
e avgDelay : ICMPI{ZIQ| H# X| gt
e maxDelay : ICMPI§Zl2| Z|CH X|HZL
e State: AEZQIE AEY

otof Oj2| o & 8EO0| 8le 4

s UDP7H S5 5 OIX| OfHX| &

™ Endpoint/t H|&d3l Z[0|U= HEIE LT

I I [ [
[ [ [ nok |

L20|= "ICMP Port unreachable" HMX|E &
QIStLICt "ICMP Port unreachable" MM X|7} 2

loxicmd create endpoint 32.32.32.1 —probetype=http ——probeport=8080 —period=60 —

retries=2
UDP7t &%F & QIX| OfLIX|
EndpointZt H|2Hd3} £|0Qs &EfE S LICH
loxicmd get ep
HOST | NAME

2tOIBELICE. "ICMP Port unreachable" HAM|X|7t @™

| PTYPE | PORT | DURATION | RETRIES | MINDELAY | AVGDELAY | MAXDELAY | STATE |

|
| | | [ [ | |
| 32.32.32.1 | 32.32.32.1_http_8080 | http: | 8080 | 60 | 2| 0s

# Modify duration and retry count using name

loxicmd get ep
| HosT | NAME
| | | | | | |

| PTYPE | PORT | DURATION | RETRIES | MINDELAY | AVGDELAY

| | | |
| 0s | 0s | ok |

| MAXDELAY | STATE |
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| 32.32.32.1 | 32.32.32.1_http_8080 | http: | 8080 | 40 | 4| 0s | Os | 0s | ok [

https Z2 HEZ “endpoint” ZHE7|

# loxicmd create endpoint IP [-—name=<id>] [-—probetype=<probetype>] [—-
probereg=<probereg>] [-—proberesp=<proberesp>] [——probeport=<port>] [—
per iod=<period>] [—retries=<retries>]

loxicmd create endpoint 32.32.32.1 —probetype=https —probeport=8080 —
probereqg="health” —proberesp="0K" ——period=60 —retries=2]

loxilbO| A TLS S1AS I8l CA certificateO] ZRBHL|CH mTLS HZ S IsiAl 7HQIZ] & 742l 2
SME0| HagfL|ch #HelXts AZo 2ast ZE ASMES "/opt/loxilb/cert/rootCA.crt” E&
endpoint & 21ZAE "/opt/loxilb/cert/W<IP>/rootCA.crt"0f| X[A|Z{OF BfL|CH,

H21Z7|= "/opt/loxilb/cert/serverkey" S 7HRl Q1B M= "/opt/loxilb/cert/server.crt'@] 0|22 U
O{Of BfLIC}.  Minica (https://github.com/jsha/minica), Certstrap
{https://github.com/square/certstrap} , CICD (https://github.com/loxilb-
io/loxilb/tree/main/cicd/httpsep) HIAE HO|AE EXZS) FA L.

Note

Endpoint YAML Of|A|

apiVersion: netlox/vl
kind: Endpoint
metadata:
hame: test
spec:
hostName: “Test”
description: string
inactiveReTries: 0
probeType: string
probeReqUr|: string
probeDuration: 0
probePort: 0

endpoint AHA|

loxicmd delete endpoint 31.31.31. 31
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Firewall
LoxlB= B0 2 ol JME 238 & 5 ASLIT
Firewall &Ef 7t 27|
loxicmd get firewall
Firewall ‘44517
#loxicmd create firewall —-firewal|Rule=<ruleKey>:<ruleValue>, [—allow] [—drop] [--trap] [—

redirect=<PortName>] [--setmark=<FwMark>] [—snat=<IPAddress>]

loxicmd create firewall —
firewal IRule="sourcelIP:1.2.3.2/32, destinationIP:2.3.1.2/32, preference:200” -allow

loxicmd create firewall —
firewal IRule="sourcelP:1.2.3.2/32, destinationIP:2.3.1.2/32, preference:200” —al low ——setmark=10

loxicmd create firewall —
firewal IRule="sourcelIP:1.2.3.2/32, destinationIP:2. 3.1.2/32, preference:200” -drop

loxicmd create firewall —
firewal IRule="sourcelP:1.2.3.2/32, destinationlIP:2.3.1.2/32, preference:200” -trap

loxicmd create firewall —
firewal IRule="sourcelP:1.2.3.2/32, destinationIP:2.3.1.2/32, preference:200” —redirect=ensp0

loxicmd create firewall —
firewal IRule="sourcelIP:1.2.3.2/32, minDestinationPort:8805, maxDestinationPort:8805" —
snat=10. 66. 1. 21

e sourcelP(string) - CIDRE | = X[ oto|m| Sl OfA3

e destinationlIP(string) - CIDR | =&X| ofojm U OpA=
e minSourcePort(int) - *':”ﬂ port 2| ZE|Agf

e maxSourcePort(int) - EZX| port 2| X|CHgt

e minDestinationPort(int) - SXX| port2| -’Eliﬁk

[
==
o\l

>~

e maxDestinationPort(int) - S&X| porto| |
e protocol(int) - ZEEFE HZ
e portName(string) - Ingress I E{H[O|A O|&

e preference(int) - M=

Otz firewall FHOE FMZ ME F ‘loxicmd get firewall HHEOE FMS
2holst=(0f) {L|Ch.
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root@92bcacbbf6b8:/# loxiomd create firewal | —firewal IRule="sourcelP:1.2.3.2/32, destinationIP:2.3. 1.2/32, preference:200” -al low
Debug: response. StatusCode: 200eate firewal | —firewal IRule="sourcelP:1.2.3.2/32, destinationIP:2.3. 1.2/32, preference:200” -al low
root@92bcachbf6b8:/# loxicmd get firewall

| SOURCE IP | DESTINATION IP | MIN SPORT | MAX SPORT | MIN DPORT | MAX DPORT | PROTOCOL | PORT NAME | PREFERENCE | OPTION |

I I I I I I I I I I I
[1.23.2/32 | 23.1.2/32 | (N 0]

0| 0] 0| | 200 | Drop |

root@92bcacbbf6b8: /#

e Source IP: Firewall2 HE8% EUX| IPp T U Y

e destination IP :Firewall& HE2% SXX| IP T4 3 Y

e min SPort : Firewall2 M 8% ZX| port HZ CHHO| X|AZSf
e max SPort : Firewall& M&8% Z=YX| Port H= CHYO| X|CHEk
e min DPort : Firewall& M 8% SHXX| Port HZ CHYO| X[AZk
e max DPort : Firewall2 H2% SXX| port HZ CHHO| Z|CHEL
e protocol : Firewall2 HE8Y ZZEZE H3

e port Name : Firewall2 8¢ QIEHO0|A 0|

e preference : Firewall2| $M&=2

e Option : Firewall0 H-&&l action

e Counters : FirewallO| OfX[=l mjZl AEH

SNAT M/Mds}7|

SNATE= M B Rule2 MM Al 5| firewall HHOE E5| MEEFL|CH SNAT
£ 485t *loxicmd get fw* BHOE Sl M Z1E 2T Option0f SNATZt
F AE =ol g = QG

Endpoint@! 10.80.200.22, 10.80.200.23 Port 88055 7tXl Ez2i=of CHSHAl SNAT
Z 10.66.1.212 ot= 829 OAIE EE ChZot Z5L o

loxicmd create firewall —
firewal IRule="sourcelIP:10. 80. 200. 22/32, minDestinationPort:8805, maxDestinationPort:8805" —snat=10.66. 1. 21

Firewall YAML Of| A

apiVersion: netlox/vl
kind: Firewall
metadata:

hame: test
spec:

ruleArguments:

www.netlox.io 76



sourcelP: 192.169.1.2/24
destinationIP: 192.169.2.1/24
preference: 200

opts:
allow: true

Debug, Recovery, etc
viP 7|4to] 10k 74 d i

LoxilB §3

LB2| eBPFRO{UEI (Kernel)

AF8XE M| A E2fT

% 10. &etH 7|52 M3ote 2ot 43 +4
Firewall AHA|
#loxicmd delete firewall —firewal IRule=<ruleKey>:<ruleValue>

loxicmd delete firewall —
firewal IRule="sourcelP:1.2.3.2/32, destinationIP:2.3.1.2/32, preference:200
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IPaddress

IPaddress 7t 27|

loxicmd get ip

IPaddress 3=7}35}7|

#loxicmd create ip <DevicelPNet> <device>
loxicmd create ip 192.168.0.1/24 enol

e DevicelPNet(string): CIDRT*Z2| IP address?t mask

e device(string): IPFAE FI7he QEHLO|A O

IPaddress YAML Ol A]

apiVersion: netlox/vi
kind: [Paddress
metadata:
hame: test
spec:
dev: eno8
ipAddress: 192.168. 23.1/32

IPaddress AHA|

#loxicmd delete ip <DevicelPNet> <device> loxicmd delete ip 192.168.0.1/24 eno7
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Load Balancer

Of2i et Z0| ‘loxicmd create Ib --help” @HOE &SI Load Balancer BHO
O

HMAE =elg &= AU

root@92bcacbbf6b8: /# loxicmd create Ib —help
Create a LoadBalancer

—select value options
rr — select the Ib end-points based on round-robin
hash — select the |b end-points based on hashing
priority - select the |b based on weighted round-robin
—mode value options
onearm - LB put LB-IP as srclIP
ful Inat - LB put Service IP as scrIP

ex) loxicmd create Ib 192. 168.0.200 —tcp=80:32015 —endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0.3:1
loxicmd create Ib 192.168.0.200 —tcp=80:32015 —name="http-service” —
endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0. 3:1
loxicmd create Ib 192. 168.0. 200 —udp=80:32015 —endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0.3:1 —mark=10
loxicmd create Ib 192, 168.0.200 —tcp=80:32015 —udp=80:32015 —endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0.3:1
loxicmd create Ib 192.168. 0. 200 —select=hash —tcp=80:32015 —endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0. 3:1
loxicmd create Ib 192.168. 0. 200 —tcp=80:32015 —endpoints=10.212.0.1:1,10.212.0.2:1, 10.212. 0. 3:1 —mode=dsr
loxicmd create Ib 192.168.0.200 —sctp=37412:38412 —secips=192. 168. 0. 201, 192. 168. 0. 202 —
endpoints=10.212.0.1:1,10.212.0.2:1,10.212.0. 3:1
loxicmd create Ib 2001::1 —tcp=2020:8080 —endpoints=4ffe::1:1,5ffe::1:1, 6ffe::1:1
loxicmd create Ib 2001::1 —tcp=2020:8080 —endpoints=31.31.31.1:1,32.32.32.1:1,33.33.33.1:1

Usage:

loxicmd create Ib IP [—select=<rr|hash|priority>] [—tcp=<port>:<targetPort>] [--udp=<port)>:<targetPort>] [—
sctp=<port>:<targetPort>] [—icmp] [—mark=<val>] [—secips=<ip>, ] [-—endpoints=<ip>:<weight>, 1 [—mode=<onearm|ful Inat>]
[--bgp] [—monitor] [—inatimeout=<to>] [—name=<service-name>] [flags]

Flags:

—bgp Enable BGP in the load balancer
—endpoints strings Endpoints is pairs that can be specified as '<endpointIP>:<Weight>’

-h, —help help for Ib
—icmp [CMP Ping packet Load balancer
—inatimeout uint32 Specify the timeout (in seconds) after which a LB session will be reset for inactivity
—mark uint16 Specify the mark num to segregate a load-balancer VIP service
—mode string NAT mode for load balancer rule
—monitor Enable monitoring end-points of this rule
—hame string Name for load balancer rule
—sotp strings Port pairs can be specified as '<{port>:<targetPort)’
—secips strings Secondary IPs for SCTP multihoming rule specified as '<secondaryIP>’
—select string Select the hash algorithm for the load balance. (ex) rr, hash, priority (default “rr”)
—tcp strings Port pairs can be specified as '<{port>:<targetPort>’
—udp strings Port pairs can be specified as '<{port>:<targetPort>’

Global Flags:

-s, —apiserver string Set API server IP address (default “127.0.0.17)

-0, —output string Set output layer (ex.) wide, json)

-p, —port int16 Set API server port number (default 11111)
—protocol string Set API server http/https (default "http™)

-t, —timeout int16 Set timeout (default 10)

root@92bcacbbf6b8: /#
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Load-balancer rule 7t 27| (CHEFH Q! LB rule EE 7HH 7))
loxicmd get Ib

Load-balancer rule 7} 27| (RtM[TH LB rule EE 7t 27])
loxicmd get b -o wide

json EBiOZ [Brule §& 7tX 27|

loxicmd get |b —o json

load-balancer rule A43st= H
NAT44, tcp, round-robin2| load-balancer rule 278 O Al

loxicmd create Ib 1.1.1.1 —tcp=1828:1920 ——endpoints=2.2.3.4:1

Service VIP: 88.88.88.1

SRC DST SRC DST
[10.10.10.1:55 88.88.88.1:80 10.10.10.1:55[ 192.168.1.1:8080
— J—
8‘ f 192.168.1.254 192.168,1.16
«— «—
Client DST SRC LB DST SRC EndPoint

T 10,1:55188,38,88 lraol [10.10.10.1:55[ 192.168.1.1:8080 |

a2 11. Normal NAT (o)

NAT66, tcp, round-robin, load-balancer rule &7 Of|A|

loxicmd create Ib 2001::1 —tcp=2020:8080 ——endpoints=4ffe::1:1, bffe::1:1, 6ffe::1:1
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NAT64, tcp, round-robin load-balancer rule &7 Gl Al

loxicmd create Ib 2001::1 —tcp=2020:8080 ——
endpoints=31.31.31.1:1,32.32.32.1:1,33.33.33.1:1

loxilb= 7[2% 22 Round-robin ¥12[ES AHERLICH
Endpoint= <IPAddressiweight>2] 7 X22 T4 &[0 JASLCH
2 ofof7t glELch

HA &

Note
round-robin 1 2|E5E ArEdt= &% weighte=

WRR (Weighted round-robin) load-balancer rule 273 0 A|(4:4:2H|2 £ endpoint

of Eaiy M)

loxicmd create Ib 20.20.20.1 —select=priority —tcp=2020:8080 —
endpoints=31. 31.31. 1:40, 32. 32. 32. 1:40, 33. 33.33.1:20

hash 2 E |oad-balancer rule A% 0| A|

loxicmd create Ib 20.20.20.1 —select=hash —tcp=2020:8080 ——
endpoints=31.31.31.1:1,32.32.32.1:1,33.33.33.1:1

30% F| ZHZ tcp session timeout St= A GA| Of Al

loxicmd create Ib 20.20.20.1 —tcp=2020:8080 —
endpoints=31.31.31.1:1,32.32.32.1:1, 33.33.33.1:1 —inatimeout=30

one-arm 2 E O A

loxicmd create Ib 20.20.20.1 —tcp=2020:8080 —
endpoints=100. 100. 100. 2:1, 100. 100. 100. 3:1, 100. 100. 100. 4:1 —mode=onearm
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Service VIP: 88.88.88.1

SRC DST SRC DST
[10.10.10.1:55 [66.88.88.1:80 192.168.1.254:55] 192.168.1.1:8080
—’ g— o
\ oo\ —_—
8‘ [ | 192.168.1.254 192.168.1.1
\ 0,
Client DST SRC LB DST SRC EndPoint

| 192.168.1.254:55 | 192.168.1.1:8080 |

10.10.10.1:55]88.88.88.1:80

22l 12. One-ARM (O]))

Full NAT 2 O Al

loxicmd create Ib 88.88.88.1 —sctp=38412:38412 —endpoints=192. 168.70.3:1 —
mode=ful Inat

Service VIP: 88.88.88.1
-> Instance VIP: 123.123.123.1
(maintained internally by loxilb)

SRC DST SRC DST
|1o_10,10,1;55|ga_33_aa,1;ao |123.123.123.1:551192.16&.1.1:80&0
8‘ (=~ \192.168.1.254 192.168.1.1 @
Client DST SRC LB DST SRC EndPoint
10.10.10.1:55]88.88.88.1:80] [123.123.123.1:55 [ 192.168.1.1:8080 |

2l 13. Full-NAT (o)

FUll-NAT ZE0A loxibe E0HE Q8O AA PE E4 QAHA P2 HEL|CH O] QIAH
2 P S AH HiZQl 2t QIABARL AZALM loxilbd| 2of LHEHoz |X| 2t2[ELTf O

NAt RENME loxilb S2{AHO| Crefot QAHATE DRot QIABEA PSS JHAD, 2f QIAREAE
ote
of et gret Z27F 2 ELC Ol HE[E-HE|

ANEZQIES SFslf BGPO| 2fsf 10 1
=

= =
5 2YAHY BEJL WeP S EYWS AHOE BielD 2ASHE o £20| FUC

DSR(direct-server return) 2= O A|

loxicmd create Ib 20.20.20.1 —tcp=2020:8080 —endpoints=31.31.31.1:1,32.32.32.1:1 —
mode=dsr
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Service VIP: 88.88.88.1

SRC DST SRC DST
[10.10.10.1:55 [38.88.83.1:80 10.10.10.1:55 | 88.88.88.1:80 28.88.82.1/32 dev lo
8- A =\ 192.168.1.254 182.168.1.1 @
Client LB DST SR EndPoint

T [10.10.10.1:55] 22 88.88.1:80]

& 6. L2-DSR mode (%)

Service VIP: 88.88.88.1

IPinlP
SRC DST . SRC DST
[10.10.10.1.55 [88.88.88.1.80 10.10.10.1:55 [ 88.88.68 1:80 [ 192 168 1254] 19216811 | T —_—"
3 = ..‘. B » R
8‘ [T \ 192.168.1.254 192.168.1.1 -@
Client LB DsT sRC EndPoint
T [10.10.10.1:55] 85.88.88.1:80
18 5. L3-DSR mode (o))
L2-DSR(Direct Server Return) EEO|A loxilbe= ZE WA XA £WSHX| T |p TAE= HASE
X gr&uct MEiSH AEZQIEo| el 0|02 &CE YCIO|ETLICE LB DSR ZE0A
A b yEl A0l BasRl 2o AEESISE libE B e CHE v A2E
MEdst = QIELICE Ol 2[H E2fHEO0| LBE RSt =E S{85l0 LB =2 £t =00f
St EF AL2|20] fFelg = JASLICH.
L3-DSR(Direct Server Return) ZEONA loxilbe Z= #W2AM AHS AKX P A2 HO|EES
A AEZQIEZ odt= IPinIP HHE2=2 ﬂ%ﬂ@wlﬂh CESE [2-DSR ZEQt OIIZIX|E loxilbe AHEH
Note MEM0| HQoIX] Aol AEHIEE |oxilbE EHSIX| §Ues CHE/AY Hiet HZE MEfg
& gLt

endpoint®| health M2 E Z0| 5t= 04|

loxicmd create Ib 20.20.20.1 —tcp=2020:8080 —endpoints=31.31.31.1:1,32.32.32.1:1 —
monitor
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Endpoint®| ZLIEHZ2 7[=0[ Ofd

= LICEH ?/o OoAl2b Z0] "--monitor" &2 EO0{A Endpoint
o TLHES 283ty = UASLICH loxilbe CHYSH endpoint ZLIHE &HES K& BL|CH
A HlZd Endpointdll E2fZO] & £ USLICEH FHUE[A(KSs)= 27 AMH[A ZLEHY O§7HL]
Note  Z0| RA0f LoxilLBY| 8 endpoint&ElE 27| WELICH

endpoint ( YOl A
XMt H8s EERSHMR.

Load-balancer YAML O A

apiVersion: netlox/vi
kind: Loadbalancer
metadata:

hame: test

spec:

serviceArguments:
external [P: 1.2.3.1
port: 80
protocol: tcp
sel: 0

endpoints:

- endpointIP: 4.3.2.1
weight: 1
targetPort: 8080

- endpointIP: 4.3.2.2
weight: 1
targetPort: 8080

- endpointIP: 4.3.2.3
weight: 1
targetPort: 8080
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1. Hk NAT

loxilbOIA] AtESHE 7|2 NAT ZEQLICE O] EEHAM loxibs 802 280 COfsf T
DNATE ArEZILICE & EHé! IP HHIA |PO|7|£ ah7t MEfSH AIEZQIE |p2 HZAE LT &
= FEf o

E -
us
|_O z
OD:
il
“w
Z
>
_|
0
>
)
o
I~
_IT|_
o X
HJ
|_|
2
R
rr

A Y 8He Be my Mo
Note  0f 2| IHZIZ loxilbE S1tsHOF .jLIEr Ero ag2 o 4%*2 BEoFZUCL

O ZEO|Mz & &2 IP7F AEZQIEVX| EEED, 0|F HAE otz ZE AREX0IA %

MOl 7 EE ML OXefe g, Oz AMEZQIETL AA0 == WS Y0 A00F

otCh= 2J0(0]7| & gLt

2. One-arm

7|Z=0 Q@ NAT BEL (B LE7F 8ol Qa3 A I o|adA HESRA Al LANO| &tLte
A L(EE AE)S A= A2 2AO[HSLICE loxibe| R NAT ZE& 7|E Y ZEQ| of7t =3
Note =l HFQILICE QQF REOME AEIQIE LEZ2 S0 @82 &Y I loxib”t LAN IP

£ AA-PE MEGLCH @2 AA7F SYst LANO| UX| ACEtE, Ol Y Z=of Cfst

loxilb?| 7|2 SZfL|ct

3. Full-NAT

FUl-NAT ZEO0|M loxibe S0{2= QKO| AA |pPE Ef QIAHA p2 HHEL|CH 0] QIAH
A 2 1P 2AH HjZO| 2F QIAEACH AARD |oxilbd| s HEHo=ZE |{X| #2|gL|Ct O
Note  LEO|ME loxib SZAHQ CHYS AAEHATE Qo QIAHA |PE 740, 2t QIAEHALE

AEZOIES o BGPO 2fsf &w0f 110 met gret Z27F AFELCH Ol UE[E-HE|

E S22HE 2EV ERtt 4% EEHES zHCeE A5t 2445t o =80 EUCH

4.12-DSR 2E

L2-DSR(AIE MH 2[H) ZE0A loxibes 2= WA XAS FHSHX|TH P FoAs BHYBHK

A USLICHL MEfoH AEZOIEO et 2§0[0{2 3|2t ALO|ESLICE =Bt DSR ZE0M loxilb
Note = MEf XZYO| QK| fonf AEZOEL |oxilbE ZHSIX| e CHE giet 225 MH

2 & AFULE Ol 2[H EfHO| IBE R2st=E &%t B =2 £5H5 E0{0f ot=

S8 ALE|0] 7eld = ASHCH

513-DSR 2=

L3-DSR(AIE MH| 2[H) ZE0M loxibe & WHY XS +=HSX|T A2 IO|ZEE A=
A zocz yos i B2z s ot 120

R REQ} OIIXIZ loxilbe AMEf MZ
H0| 23X el AEZEE |oxilbE EZESIX| Y= CHE/AY dist 2 E MEG £+ QI

S
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Mirror

Mirror 7t 27|

loxicmd get mirror

Mirror Z=7}5}7|

#loxicmd create mirror <mirrorldent> —mirrorInfo=<InfoOption>:<{InfoValue>,... —
targetObject=attachement:<portl, rule2>, mirrOb jName:<0bjectName>

loxicmd create mirror mirr—1 ——mirrorInfo="type:0, port:ensp0” —
targetOb ject="attachement: 1, mirrOb_jName:ensp1

e mirrorldent(string): Mirror ID

o type(int) : O/2{2 EFR(0=SPAN, 1= RSPAN, 2 = ERSPAN)
e port(string) : O/2E EZiEz EY ZXE
e vlan(int) : RSPANO|| F7tgt Tag H=

e remotelP(string) : ERSPAN E 0 ZQ3t R

e sourcelP(string) : ERSPAN EHZ0| Z23st ZLUX| IPFA
e tunnellD(int) : ERSPAN Off Z2Q% ID

emote IPT2A

Mirror YAML OfA|

apiVersion: netlox/vi
kind: Mirror
metadata:
name: test
spec:
mirrorIdent: mirr-1
mirrorInfo:
type: 0
port: enol
targetObject:
attachment: 1
mirrOb jName: eno2
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Mirror AHK|

#loxicmd delete mirror <mirrorIdent>
loxicmd delete mirror mirr-1
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Policy

Policy 7tX 27|

loxicmd get policy

Policy Z7t3t7|

#loxicmd create policy IDENT —-rate=<Peak>:<Commited> —-

target=<0b jectName>:<Attachment> [—block-size=<Excess>:<Committed>] [-—color] [-—pol-
type=<policy type>]

loxicmd create policy pol-0 —rate=100:100 —target=ensp0:1

loxicmd create policy pol-1 —rate=100:100 —target=ensp0:1 —block-size=12000:6000
loxicmd create policy pol-1 —rate=100:100 —target=ensp0:1 —color

loxicmd create policy pol-1 ——rate=100:100 —target=ensp0:1 -—color —pol-type 0

o rate(string): MbpsZ|2Fe] E2iHE £E X O]E 'Peak:Commitedl| W= HA|
o block-size(string): bps?| 82| Block 3{ &2 'Excess:Committed' 22 HA|.

e target(string): 'ObjectName:Attachment'2 T/dE EfZ QI I O] A

e color(boolean): Color2| &3}

e pol-type(int): Policy E2f& XM O{ EtR. 0: TrTCM, 1 : SITCM

M|

otzffet Z0| 'policy’ YHOAE A0l 2ME =Qst= (O)E 2 + U UL

root@92bcachbf6b8: /# loxicmd create policy pol-1 —rate=100:100 ——target=ensp0:1 —-block-size=12000:6000

Debug: response. StatusGode: 200

root@92bcacbbf6b8: /# loxicmd get policy

| IDENT | PEAKINFORATE | COMMITTEDINFORATE |

I I | I

| pol-1 | 100 | 100 |

root@92bcacbbf6b8: /# loxiomd get policy —o wide

| IDENT | PEAKINFORATE | COMMITTEDINFORATE | EXCESSBLKSIZE | GOMMITTEDBLKSIZE | POLIGYTYPE | COLORAWARE | POLOBJNAME | ATTACHMENT |
I I | I I I I I I I
| pol-1 | 100 | 100 | 12000 | 6000 | 0 | false | ensp0 | 1]
root@92bcacbbf6h8: /#

e Ident : Policy OfO|LC]|

o peakinfoRate : Policy0ll M&%l Peak 4t

e committedinfoRate : PolicyOff M-E% Commitdf
e excessBlkSize :E5 ALO|=

e committedBIkSize : CommitE&Z AtO|=

o policyType : Policy 88 Et¢
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e ColorAware : Color M8 |2
e polObjName : Policy™-& QIE{HO|A

e attachment: Port/Rule attachmentdE (10| ZE)

Policy YAML Of| Al

apiVersion: netlox/vi
kind: Policy
metadata:
name: test
spec:
policyldent: pol-eno8
policylnfo:
type: 0
colorAware: false
committedInfoRate: 100
peakInfoRate: 100
targetObject:
attachment: 1
polOb_jName: eno8

Policy AHA|

#loxicmd delete policy <Polident>
loxicmd delete policy pol-1
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Route

Route 7t 27|
loxicmd get route
Route F7}5}7|

#loxicmd create route <DestinationIPNet> <{gateway>
loxicmd create route 192.168.212.0/24 172.17.0. 254

e DestinationIPNet(string): CIDRTZ2| route HE

e gateway(string): AO|EQO| & UAE F

ofzffet ZO| 'route’ FFOE 2t Zut

i
ot

IStE ()& = = UASLIL

root@92bcacbbf6b8: /# loxicmd create route 192.168.212.0/24 172.17.0. 254

Success

root@92bcacbbf6b8: /# loxicmd get route

| DESTINATIONIPNET |  GATEWAY | FLAG |

I I I I

| 0.0.0.0/0 | 172.17.0.1 | Ind |
127.0.0.0/8 | | Self |
172.17.0.0/16 | | Self |

172.17.0.254/32 | 172.17.0.254 | Ind Host |
192.168.0.1/32 | 192.168.0.1 | Ind Host |
192.168.212.0/24 | 172.17.0.254 | Ind |
root@92bcacbbf6b8: /# loxicmd get route -o wide

I
I
| 172.17.0.1/32 | 172.17.0.1 | Ind Host |
I
I
I

| DESTINATIONIPNET |  GATEWAY | FLAG | HARDWAREMARK | PACKETS | BYTES |
I I I I I I I
[ 0.0.0.0/0 [ 172.17.0.1 | Ind | 4| 0| 0|
| 127.0.0.0/8 | | Self | 1] 0| 0|
| 172.17.0.0/16 | | Self | 2 | 0| 0|
| 172.17.0.1/32 [ 172.17.0.1 | Ind Host | 31 0| 0|
| 172.17.0.254/32 | 172.17.0.254 | Ind Host | 6 | 0| 0|
| 192.168.0.1/32 | 192.168.0.1 | Ind Host | 5| 0| 0|
| 192.168.212.0/24 | 172.17.0.254 | Ind | 7| 0| 0

I

root@92bcacbbf6b8: /#

e destinationIPNet : 2t EZ IP/netmask B E
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e gateway : nexthop P2

e flag: 2% % H|O|Z Flag

e HardwareMark : QIE{I0|A O3

o packets: 2t E HO|E IiZl $(enablel| AX0T HE)

e bytes :2t2E HO|E byte s(enablel| 20T HE

_|

Route YAML OfA|

apiVersion: netlox/vi
kind: Route
metadata:
name: test
spec:
destinationIPNet: 192.168.30.0/24
gateway: 172.17.0.1

Route AtX|

#loxicmd delete route <DestinationIPNet>
loxicmd delete route 192. 168.212.0/24
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VLAN

VLAN, VLAN Member 7}X 27|

loxicmd get vlan

VLAN, VLAN Member TtE7|

#loxicmd create vian <Vid>
loxicmd create vlian 100

Vid(int): vlaniD H=

#loxicmd create vlanmember <Vid> <DeviceName> —tagged=<Tagged>
loxicmd create vlanmember 100 eno7 ——tagged=true
loxicmd create vlanmember 100 eno7

e Vid(int): vlanIDH=
e DeviceName(string): QIE{L|O|A O|E

e tagged(boolean): Vlan TagO{ & (7|24t False)
Ofzfet #0| FHY AHHE = = UL

root@®92bcacbbf6b8:/# loxicmd create vlian 100

Success

root@2bcacbbf6b8:/# loxicmd create vlanmember 100 eth0 —tagged=true
Success

root@2bcacbbf6b8: /# loxicmd get vlan

| DEVICE NAME | VLAN ID | MEMBER

I I I I
| vlian100 | 100 | Device: eth0.100 |
| | | tagged: true |
| | | Device: ethO |
I | | tagged: false |
| vIan3801 | 3801 | |
| vlan3803 | 3803 | |
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VLAN YAML Ol A

apiVersion: netlox/vi
kind: Vlan
metadata:
hame: test
spec:
vid: 100

VLAN Member YAML Of|A|

apiVersion: netlox/vi
kind: VlanMember
metadata:

name: test

vid: 100
spec:

dev: eno8
Tagged: true

VLAN, VLAN Member AHF|

#loxicmd delete vian <Vid>
loxicmd delete vlian 100

#loxicmd delete vianmember <Vid> <DeviceName> —tagged=<Tagged>
loxicmd delete vlanmember 100 eno7 ——tagged=true
loxicmd delete vlanmember 100 eno7

www.netlox.io 93



VxLAN

VXLAN, VxLAN Peer 7} 27|

loxicmd get vxlan

VXLAN, VxLAN Peer F7}8}7|

#loxicmd create vxlan <VxlanID> <EndpointDeviceName>
loxicmd create vxlan 100 eno7

e EndpointDeviceName(string): VTEP QIE{L|O|A O|E

VXLANID(int): VXLAN ID =

#loxicmd create vxlanpeer <VxlanID> <PeerIP>
loxicmd create vxlan—-peer 100 30.1.3.1

e VxlanID(int);: Vxlan ID H=

e PeerlP(string): Vxlan peer2| IP FA&

Ofziet Zt0| 'vxlan' HHOE A

0%

otof 21tE =elst= (OhE = = USHEL

root@®2bcacbbf6b8:/# loxicmd create vxlan 100 ethQ
Success

root@2bcacbbf6b8: /# loxicmd get vxlan
| DEVICE NAME | VXLAN ID | ENDPOINT INTERFACE | PEER IP |
I I I I I

| vxlan100 | 100 | ethO | |
root@®2bcacbbf6b8:/# loxicmd create vxlan-peer 100 30.1.3.1
Success

root@2bcacbbf6b8:/# loxicmd get vxlan -o wide

| DEVICE NAME | VXLAN ID | ENDPOINT INTERFACE | PEER IP |
I I I I I
| vxlan100 | 100 | ethO | 30.1.3.1 |
root@92bcacbhbf6b8: /#
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VxLAN yaml| Ol Al

apiVersion: netlox/vi
kind: Vxlan
metadata:

hame: test
spec:

epIntf: eno8
vxlanID: 100

VxLAN Peer yaml Oi[A|

apiVersion: netlox/vi
kind: VxlanPeer
metadata:

hame: test

vxlanID: 100
spec:

peerIP: 21.21.21.1

VXLAN, VXLAN Peer AHX|8}7|

#loxicmd delete vxlan <VxlanID>
loxicmd delete vxlan 100

#loxicmd delete vxlanpeer <VxlanID> <PeerIP>
loxicmd delete vxlan—peer 100 30.1.3.1 peerIP: 21.21.21.1
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HE 02. Ul

Ul: LoxiLB Enterprise2| GUI(Graphical User Interface)

LoxiLB Enterprise2| GUI(Graphical User Interface)E ‘LoxilB

 —

Enterprise’ AL XSO MEB8FH, loxilb’ 72| 7|7|(ZH T Al/H| Of

=
HE) 255 HEAH=R 2T = AN 230 =85 & & Us
L|CF.

Home for Operator o Sign Up
i [GEE)

| I I | : | | |

= Return to Screen to
! | | [ | [

‘Instances’
System Usage LB Rule Port Alert Manager Device Details Log Level Systeml Health
| | [ | Status
| [
System Log Endpoint VLAN Backup Manager File System I
Alert
I [ [ I '
High Availabili Conntrack FDE High Availabil
3 I Y | (MAC Address Table) 9 I ty Language
| Total Traffic Overview Firewall 1P Address. Process I
I | I Account
Total Packet Overview Qos IP Neighbor Logs
| (ARP/NDP)
TCP/UDP/SCTP Traffic I
Overview Mirror IP Route

' | |
Total Drop Count by FW
|
Endpoint Traffic Overview
L
Total Errors
I
LB Rule Count Overview
Service Distribution Traffic
I

Request Count / Client

Alerts BFD

Topology

nTop Analytics

2/ 167. Ul Architecture

www.netlox.io 98



@Loxim v.082 = < a > © netlox ~
Instances
el b3
o s B 8

EXNETLOX © NETLOX Privacy Terms

T2/ 8. LoxilLB GUIS/ loxilb 41/ 2f5H

‘loxilb> 7|7|E "2 HE FEE= ofgfet 2 W8S =g + UAgLCh

e Host HEL2} BT (Version)

e HA State: 117}2 8 (High Availability) S2%f2 Master/Backup 22 HA|
e ALE ZIH|O|H O|O|X|(Image)2l Eff 1(Tag)

o ‘loxilb’ SF Aot =3 7|s

e API HE
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ofgf <& 17. CHA|E E(Dashboard) ‘2 20| LoxiLB GUI(Graphical User Interface)

= 2249 ‘oxilb’ 7|7|19] At ALREES ZUHE & = AFLCH

Dashboard

& AN Systems Mealthy @ System Analytics

° M
0 0
< o
ystems Operat om 100%

Mohsacrae

CIAFEEOAM HSSt= AOIE B2 2 ‘loxilb’ 7[7]2] E2fH(Traffic), HEHA

(Networks), & Eli(Status) 52| &M AteS MBSO =Hole = QUELIC

o — 1
ofzf <& 18. E2f|(Traffic)2] EEMEHLL(LB) E(Rule) "0l A2t 20| LB Rule
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@ LoxiLB v.085

= b2 / Traffic / LB Rule

b2 . o
M Traffic - - I External IP Port Protocol Service Name Mark Sel Mode Timeout Monitor Endpoints
LB Rule g o 35.75.113.180 26 sctp test 0 1800 Disabled 1
Endpoint 1 35.75.113.180 2 udp testudp 0 1800 Disabled 1
Conntrack
Firewall
QoS
Mirror
<
Telecom
1 row selected Rows perpage: 5 v 1-20f 2
C Y Networks -
(=] Status N t Endpoints Secondary IPs Allowed Sources Conntrack QoS Mirror
5] Settings Service Identity
Testudp 35.75.113.180 None 2 None
udp None 0
None

Probe Information

None None None None 1800

None None
Kubernetes Information
None None None None None

8 19. EZfE(Traffic) S ELZ24(LB) =(Rule)

LB Rule2| EndpointE WEHSIEH Ofz2f 3T 19. HMEEQIE(Endpoint)’2t ZO|
Active &E{Qt AFEZF CounterE 201 5= JUSLILCL.
Settings Endpoint Secondary IPs Allowed Sources Conntrack QoS Mirror
|:] ID Endpoint IP Target Port Weight State Counter
(J o 1.1 26 1 @ ACTIVE 0:0
2/ 20. A= F 9O E(Endpoint)
AO|E® Conntrack= MEASIH Ofz2f <8 20. 2E2( Conntrack)’dt 0| MEHDE

a
Conntrack®| A0t AtE 22 =2olgt = JGLICE
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LoxiLB v085

= b2 / Traffic / Conntrack

b2 1l.

m Traffic
LB Rule
Endpoint
Conntrack
Firewall
Qos
Mirror
Telecom

@&  Networks

[J  status

E)  Settings

8 »n Service Name Source Destination Protocol State Act

D 0 10.0.1.19:60863 104.234.115.59:21278 tcp sync-sent

D 1 10.1.0.250:61243 162.216.149.165:55490 ©cp sync-sent

2 35.203.211.38:56127 10.1.0.250:16097 cp sync-sent

D 3 104.234.115.59:21278 10.0.1.19:60863 cp sync-sent

D 4 162.216.149.165:55490 10.1.0.250:61243 w©cp sync-sent

1 row selected Rows per page:
- Details
None
Source 1009 1009
35.203.211.38:56127
10.1.0.250:16097

S0+ S0+
1 T T T v , 1 T T
%0s  70s  -50s 30 -10s  Now 90s 708 108

1& 21. ZE 2} Conntrack)

= |lIb3 / Networks / IP Address

b3 il.

m Traffic

C Y Networks
Interface
VLAN
VxLAN
FDB(MAC Address Table)
IPF4
IP Neighbor(ARP/NDP)
IP Route
BGP
ze

o Status

B Settings

X NETLOX

N [0 Device ®
- D docker0
[ enss
0O o
a
-
-

IP Addresses (O

172.17.0.1/16

10.0.3.182/24, fe80::838:74ff:feBa:c613/64
fe80::aca2:98ff-fe1f:74ab/64

127.0.0.1/8,:1/128

Rows per page:

2/ 229. IP Address

Usages

44B/1pkis

448/1pkis

448/1pkis

5+ 1-50f 12 >

o © netlox

Synced ()

5+

1-40f4

© NETLO;

Privacy Terms
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HE 03. Error HA|X]

Error M| A|X|

MHlA 7Y 28

ofl2] HAX|

no-realport error
malformed-service-pport error
malformed-service-ptype error
proxy-proto-v2 not tcp service error
malformed-service error

port exists

no such port

no-portimap error
malformed-service privatelP error
fdb port error

fdb v6 dst unsupported
malformed service proto

Phy port not created

No such tag port

no-realport sif error

malformed-service nat46 error
no-portomap error

service-args error
malformed-proto error
malformed-service dsr-port error
proto error

no-port error

host-args unknown probe port

-k
MEDIUM
HIGH
HIGH
MEDIUM
HIGH
MEDIUM
MEDIUM
MEDIUM
HIGH
MEDIUM
MEDIUM
HIGH
MEDIUM
MEDIUM
MEDIUM
HIGH
MEDIUM
MEDIUM
HIGH
HIGH
MEDIUM
MEDIUM

MEDIUM

i S%ot

AX XE 43 g0l XE Y HE

MU|A XE P4 AT, XE HS He ol
MUlA Z2EE EIR S0, XY I2EE AL
TCP MH|AO| ATt ZEA| ZREE v2 AR THs
MH|A 7 HAH| AZ, ]SON/YAML 84 &tol
ZE Z5 A8 ol CHE XE S A8
TE EX| 801, XE MM F AR

XE LS oy 23 &l

mzjo|dl IP ¥4 AS, RFC1918 =4 &2l
FDB ZE M3 %ol

IPv6 SXX| FDB O|X| &, IPv4 At A%
MHA T2EE A AS

B2 XE 44 ol XE x7|3}

B0 XE =xf gol

SIF x| ZE MF 39l

NAT46 MH|A B HA HS

TE &3 0y 43 el
Mu|A QIXt R HE

D2EZ YA HS BT IR2EZ A8

DSR ZE HF ¥4 HB
D2EE 43 30l

E43d

www.netlox.io

105



oll2] oA} x|

Ibrule-exists error

Ibrule not-exists error

rule-allowed-src error

Ibrule-exist error: cant modify rule security mode
rule-mark error

Ibrule-exist error: cant modify fullproxy rule mode
malformed-rule dst error

Ibrule-exist error: cant modify rule egress mode
fwrule-exists error

rule-snat error

malformed-rule src error

no-rule error

rule-hwm error

LB Rule-referred

HERHI AEHO[L 2F

ofl2] oiAIx]

not ipv4 address

source address malformed
myip address parse error
malformed-seclP nat46 error
ip address parse error

no such ip address

secondarylP-args len error

HIGH

HIGH

HIGH

= Ei i
HIGH
HIGH
HIGH
CRITICAL
HIGH
CRITICAL
HIGH
CRITICAL
HIGH
HIGH
HIGH
HIGH
HIGH

HIGH

=B
MEDIUM

HIGH

MEDIUM

MEDIUM

IP

Syt
71E 3 #el, 35 74 3 = AH
w2 4Y =Hel, EXSHX| = A HE SifF|

518 A4 1P He| =0, 75 HH

Hot C & 8 275, 4 Uy e
& 01 2t Hel el Rattola A8
EDEA 2C 33 43 271, 74 Wy 2o
SXX| 75 YA AS, IP FA/ZE Fol
0|a2|A 2E R £ B7h 73 WYY e
Wl R 5 ol J|1E 73 23

SNAT 774 47 &ol, NAT Elo|E HE

2A JH HA HF, IP FA/ZE QI

A A T4 A4 sl A M4y

T4 sto| YE{Ot3 X3}, A& £ =H

HZEE LB 3, 354 =2 F AF|

A H3, SHIE A M8

A HE, P FL HE

24 IP FTA I 2F, T4 g4 &0l
NAT46 EX |P A A3
FALN QF HA AHS

e T AS
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ro
of¥
e
re
lo
u

ol mjAJx]

password must not contain the same character more than twice in a
row

password must not be the same as the username
invalid refresh token in cache

user not found

invalid token format in cache

password must contain at least one uppercase letter
token is expired

Token not found™) // Token not fou

User not found”) // User not fou

invalid token

password must contain at least one lowercase letter

password must contain at least one special character

password must be at least 9 characters long

password must not be the same as the previous password
username already exists

no-user error

token not found

password must contain at least one number

a7

MEDIUM

MEDIUM
MEDIUM
HIGH
MEDIUM
MEDIUM
HIGH
HIGH
HIGH
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
HIGH

MEDIUM

uiol

WA BY T4
Al

A= AFBAHE CH=A 43
EZ M HE, M2E2 E2 23
AFSAAHE =X 2ol HIE 48 e
E2 M HE, A B
CHEXAL & A 171 23} 24
EZ AM, A5 AN hiIFHLE el
EZ EN oL MER E2 ST
A7t A" =ol, A" 57 EHit
E3 ey d5 U5 3
E3 N EER b s B
E487 54 17 T o

AQIC X4 9X[2] 0| A MF
0|7 A9} CHE M THARE ALE

ot AIBXY AL, B8 =

IEX 48 24

9! 2ieh stol

X 171 =% 24
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ofl2] ojAIx]

unknown work type
my discriminator not found
existing cnode
malformed-args error
Overflow

netrpc call timeout
rootca cert load failed
uld-ulhwm error
zone number err
prop-exists error

no such zone

RT Trie Err

same fdb

rt mod error
Not-Ready

send-err

no such cnode
malformed-args fwmark !=0 for snat-error
invalid parameters
af-packet-err

existing zone

fdb attr error

malformed-weight error

unknown log level

no-ulcl error
need-realdev error
not such ifname
non-udp-n3-args error
rt exists

intfvb-err

no loxi-eni found
invalid gws

zZone exists

not found

not such addrs

sess-mod error

e
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
CRITICAL
CRITICAL
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
CRITICAL
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MEDIUM

MEDIUM

tisyet

I Bl 473 ol X|AslE=ElR 2|AE HE
A@x 47 ol SRR AE

82iAE S Y| Hel, 5% S A

API II2HO|E] ¥4 B, 27|01 el

HH 37| =3, oi22] A8 2=
HES3 23 Y& el RPC A 34 Fd
ASM A F= U At ol MU HE
49| flEjoj3 89 =3

ZE ¥z Yol Hel, 849 33

YR EQY M T LY
E8YYe He ZHE A HE

2t9E E2| 31X H3, ti=2e] Y& el
FDB 2IE2| % ol S8 AAH

cteg HolE &7 At 2ol

AlAH £7|3t 242 7], =Y Mu|A FHel
HESIS & H&] Hl v 8F HE
S2{AE LC S5 4 ol

SNAT 83 Al g3t oia 2t 843

metolE REd HAL S8 Eel Hel
AF_PACKET 27 473 =9l
EZRYYEN, NIEZES

FDB &4 43 el

MK A H L YA EB

27 8 47 Hel, putt = ¢y
ULCL 873 4t gel

A A "R, 7H FA i 82| A A8
QIEiH0]A O|F Hel, EXsH= QlE{Ho|AZ
N3 QIE{H[O|A 47 A] UDP Z2EE AMS 29l
CIPE % el J|ECIRE+F TEAA
IPv6 RUE{H0]A 47 el

Loxil B ENI 873 eI, ENI 84

HoIE®0| HF HB

E 38 20, AR EOIE A8

Y8t 2|aA =X Hol

FL2EF A FEG L AE

HE =3 A o gef Hel
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intf-err MEDIUM IEHo|A 47 Het AHE

uld-dlhwm error MEDIUM  3}¢] flEjol3 89 =3

no such fdb MEDIUM FDB IE2| =X FHel

no-master error MEDIUM OAE L€ 87 ol

fdb zone error MEDIUM FDB = 43 Hel

Mask format is wrong MEDIUM MEUOIAS ¥ HS

vxlan can not be tagged MEDIUM  VXLAN 473 A| €iZ 87} 2ol
unexpected HTTP response MEDIUM HTTP 8¢ IZE el API ASHRIE AT
bindv6-err MEDIUM IPv6 HiRIY 473 ol

bind-err MEDIUM  XE djolg ej 2ol XE AR 012 HE
malformed-lbep error MEDIUM  ZCc@eiM A=IRIE HA AT

zone is not set MEDIUM Ed3 g2 EXE

no such allowed src prefix MEDIUM S8 A4 m2|TA 4 ol

no such policer error MEDIUM =olM 843 =X el

no neigh found MEDIUM Hloju o] E ol ARP AE2] HY

no-zone error MEDIUM Z= &3 34

Range MEDIUM 9| &% 2t =tol

nh exists MEDIUM  HAEE =4 ol
prop-noexist error MEDIUM &4 =X 2ol &4 4%
sess-exists error MEDIUM HE 38 5l J|E 4HE F2|
no such ifa MEDIUM  QIE{H0]A oj=3A ol
no-nh error MEDIUM  HAEZ 4F ™4

uld-exists error MEDIUM ULCL 5% ol
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